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Abstract. [Context and motivation] Ensuring privacy of users’ data
has become a top concern in software development, either to satisfy users’
needs or to comply with privacy laws. The problem may increase by the
time a new law is in the vacancy period, and companies are working
to understand how to comply with it. In addition, research has shown
that many developers do not have suﬃcient knowledge about how to
develop privacy-sensitive software. [Question/problem] Motivated by
this scenario, this research investigates the personal factors aﬀecting the
developers’ understanding of privacy requirements during the vacancy
period of a data protection law. [Principal ideas/results] We conducted thirteen interviews in six diﬀerent private companies. As a result,
we found nine personal factors aﬀecting how software developers perceive
and interpret privacy requirements. [Contribution] The identiﬁcation
of the personal factors contributes to the elaboration of eﬀective methods
for promoting proper privacy-sensitive software development.
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· Software development ·

Introduction

Data handled in software applications often reveal large quantities of personal
information, which are sometimes used for other purposes than initially intended
and constitutes, in many cases, an invasion of privacy [6,12]. In this sense, users’
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privacy can be deﬁned as the right to determine when, how and to what purpose
information about them is communicated to others [6].
According to Spiekermann and Cranor [10], new regulatory demands and
consumer concerns are driving companies to consider privacy-friendly policies.
Face to this, it is necessary to consider privacy principles and apply them from
the early stages of the Software Development (SE) process, i.e., from the Requirements Engineering (RE) phase [3,6].
One approach created for this purpose is called Privacy by Design (PbD)
[2]. It begins with explicit recognition of the value and beneﬁts of proactively
adopting strong privacy practices at the early stages of software development
[2,5]. PbD has been embraced by the European Union to create the European
General Data Protection Regulation (GDPR) [4]. This regulation was applied
in May 2018 and introduced rules regarding the protection and processing of
personal data. In Brazil, the General Personal Data Protection Law 13.709/2018
(in Portuguese, Lei Geral de Proteção de Dados or LGPD) was approved in
August 2018 and is in the vacancy period [7].
On the other hand, there is still limited awareness of the importance of
privacy requirements. For example, people are not aware of how privacy can
be used to mitigate the damage caused by a potential security violation. In
addition, there is little research related to the fact that developers1 do not have
suﬃcient knowledge of how to develop software with privacy requirements [5].
In fact, to successfully deploy PbD, we need to know how developers understand
privacy [5].
In this context, we take advantage of the LGPD vacancy period, when organizations are struggling to come into compliance, to perform a qualitative study
to identify the personal factors that aﬀect how developers interpret and perceive
privacy requirements in their daily work. To achieve this, we conducted thirteen
semi-structured interviews with developers from six diﬀerent private organizations. Data analysis was performed in light of personal factors of the Social
Cognitive Theory (SCT) [1]. In SCT, a personal factor can be characterized as
an element that constitutes human cognition, that is, the ability of the human
being to memorize, plan, judge, among others [1,5].
Next sections are organized as follows: Sect. 2 describes the research method.
Section 3 presents the study results. Section 4 details the threats to validity. And,
ﬁnally, Sect. 5 shows the ﬁnal considerations.

2

Research Method

We summarize the goal of our research as follows: Analyze personal factors, for
the purpose of understanding their inﬂuence, with respect to interpretation
and perception of privacy, from the point of view of software developers, in
the context of Brazilian software development companies, more speciﬁcally, at
Recife. Based on our goals, and a previous study provided by Hadar et al. [5],
1

We generalize the term developer to those who work in software development.
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we aim to answer the following Research Question (RQ): What personal factors
influence developers’ perception and interpretation of privacy requirements in
software development?
Design and Procedures. Grounded Theory (GT) [11] was performed in light
of the personal factors of SCT [1]. It is composed of the ﬁndings related to
developers’ perceptions and their interpretation of privacy requirements. For
data collection, we performed semi-structured interviews based on the questionnaire2 provided by Hadar et al. [5]. We decided to use the questionnaire because
it was already used in previous research and validated to observe how personal
factors of SCT aﬀect the understandings of privacy by software developers. We
chose non-probabilistic convenience sampling because it would be challenging to
identify all members of the target population (i.e., software developers). Therefore, our candidates’ selection was based on our known industrial contacts who
were available and willing to participate.
We previously had a pilot interview with a member of a software development company to verify comprehension of the questions and to measure the time
spent. After that, two authors conducted thirteen detailed in-depth face-to-face
interviews between January 2019 and May 2019. Each interview lasted an average of 37.46 min and resulted in 8 h and 11 min of audio time. At the beginning
of each interview, the participant’s verbal consent, as well as audio recording
permission, were conﬁrmed to continue the procedure of data collection.
After data collection, two authors transcribed all interviews. The data analysis was conducted by four authors, based on qualitative coding principles of
GT [11]. We started the coding process by performing open coding, in which we
created codes for extracts of the text. After that, in axial coding, we took further
readings in the transcripts and the created codes (from open coding). Thus, we
identiﬁed other text extracts and also group similar codes. Finally, in selective
coding, we identiﬁed categories that codes could be linked to. These categories
are the personal factors that aﬀect how developers interpret and perceive privacy in RE. We present an example of coding in Fig. 1. The coding process was
performed using atlas ti software (cloud.atlasti.com).

Fig. 1. Category creation.
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Results and Analysis

We interviewed a total of thirteen developers from six private companies. Table 1
shows the sample characterization. The model presented in Fig. 2 explains the
personal factors that play a role in developers’ understanding of privacy. In the
rectangles, we show nine categories as personal factors that aﬀect positively (+)
or negatively (−) how developers perceive and interpret privacy requirements.
The arrows between categories (personal factors) represent that the related categories can inﬂuence each other. We also found some secondary factors (represented as a statement with an arrow to a category) which can inﬂuence positively
(+), i.e., corroborate, or negatively (−), i.e., oppose the personal factors.
Table 1. Sample characterization.
Id cpy. Cpy. size*

Domain

Role (years of experience)

1

Medium

Marketing

CEO (5)

2

Very small Software factory CEO (9)

3

Large

Several**

Soft. Engineer (5/5/16/10/3/4); Soft. Consultant (20)

4

Medium

Security

Soft. Analyst (3); Soft. Engineer (5)

5

Very large

Several

Developer (10)

6
Very small Aug. reality
Developer (2)
*Number of employees: Very small < 10; Small < 100; Medium < 500; Large < 1000; Very Large
> 1000. ** Oﬀers services, maintenance, software creation, courses, etc.

Empirical knowledge about informational privacy is a positive personal factor which is corroborated by two secondary factors indicating that
respondents had a practical knowledge about personal data. For example, interviewee 2 (from cpy 2) said: “I have already served as an architect [...] that handle
user data”. This personal factor inﬂuences and is inﬂuenced by other positive
personal factors. For example, Experience in allowing the user to control
their data stored by the system, in particular, is corroborated by three
secondary factors indicating that respondents concern about the need for transparency in the collection and use of personal information. For example, interviewee 12 (from cpy 3) said: “I think all kinds of information I collect, the user
has to give me consent” .
Privacy decision depends on each development project is a positive personal factor that inﬂuences and is inﬂuenced by Empirical knowledge
about informational privacy and Lack of formal privacy knowledge.
This personal factor is corroborated by two secondary factors that allowed us to
observe consistency among answers related to how privacy should be handled in
each development project interaction. Indeed, interviewee 12 (from cpy 3) said:
“[...] it depends on each company, the way it deals with its users.
Lack of formal privacy knowledge is a negative personal factor and it
is corroborated by two secondary factors, indicating the unawareness regarding
the laws and privacy deﬁnition. For example, interviewee 4 (from cpy 4) said,
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Fig. 2. Personal factors inﬂuencing interpretation and perception of privacy.

“I haven’t had this contact [with the law] yet”. This personal factor is related to
Confusion between security and privacy concepts, also a negative personal factor because security and privacy have diﬀerent meaning. This personal
factor is corroborated by two secondary factors, indicating that respondents
deﬁned privacy using security-related terms. For example, interviewee 5 (from
cpy 3) said: “I think it’s the data security part, refers to the protection of personal information”. Other answer was provided by interviewee 13 (from cpy 3):
“When you give permission to use your data, and that application eventually
leaks [...] it’s also a matter of privacy, but I don’t know if it’s a security issue”.
Confusion between security and privacy concepts also inﬂuences and
is inﬂuenced by Focus on security issues. This factor is corroborated by two
secondary factors, indicating the respondent’s main concern is just security as
well as privacy is all about security. For example, interviewee 4 (from cpy 4)
said: “We need to make sure our software is secure [...]”.
Respondents mostly believe Privacy is everyone’s responsibility,
including the architect’s. One secondary factor corroborates and one opposes
to this personal factor. This category showed respondents think privacy responsibility should be shared between the architect, clients, or the team. For example,
interviewee 12 (from cpy 3) said: “It is not only the responsibility of [the architect]”. Some respondents did not believe that the responsibility for privacy lies
with the developer as, for example, interviewee 12 (from cpy 3): “Privacy issues
do not come [to the developer] very much. These security issues are linked to
development, but privacy issues not”.
User proactivity is related to privacy rights is a negative personal
factor with two corroborations. In some cases, it was pointed out that the right
to privacy is equally proportional to the user proactivity to achieve it. Interviewee
2 (from cpy 2) quoted: “If the application is free, you have to accept that you
are the product”. This personal factor inﬂuences and is inﬂuenced by Lack of
importance about user data, which is also a negative factor. It has three
corroborations related to the belief that data should be kept into the system
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regardless users’ consent and privacy breach risk. For example, interviewee 12
(from cpy 3) said: “I don’t think that storing personal information is privacy
violation because with this I make user’s life more comfortable”.
Our ﬁndings indicate that developers have empirical knowledge of privacy,
but most of them do not know how to interpret properly privacy requirements,
as well as many of them do not know about formal privacy or LGPD. Empirical
knowledge is a positive point, despite that, the fact of developers do not have
formal knowledge can be seen as problematic because it is a period of privacy law
vacancy. They generally understand that privacy could be implemented by using
practices for implementing security because they make confusion between privacy
and security. This ﬁnding is similar to the ﬁndings provided by Hadar et al. [5],
that developers use the vocabulary of security to address privacy challenges, and
this vocabulary limits their perceptions of privacy. In addition, some respondents
do not intend to use privacy practices (for example, delete personal data when
it is no longer needed) even recognizing their importance. They believe privacy
is a trade-oﬀ, that the lack of privacy is justiﬁed by the provision of the service.
Also, there was no concern to restrict the collection of personal data to only
those necessary for the software operation. In fact, unrestricted data collection
can become a bigger problem if a security problem occurs. This ﬁndings may
be a negative factor for the acceptance and incorporation of PbD, that is, the
implementation of privacy practices since the beginning of software development.

4

Threats to Validity

In the validity threats, we considered the indications provided by Runeson and
Höst [9]. Construct validity reﬂects the extent to which operational measures
represent what the researcher has in mind and what is investigated according to
the RQs. We considered this threat by ensuring that the identities of participants
and companies would not be disclosed. Besides that, prior to the interviews, we
presented clariﬁcations on the research reasons. In addition, we considered this
validity when using a questionnaire already tested and validated for the same
purpose (privacy point of view by developers).
Internal validity considers whether there are other factors that inﬂuence
the results. To mitigate this type of threat, the sample was composed of individuals with diﬀerent roles/years of experience and from companies of diﬀerent sizes/domains. External validity is concerned with to what extent it is
possible to generalize the results. We cannot assure the presented results can
be generalized because the qualitative study was carried out with few participants. However, these results presented similar ﬁndings to that provided by
Hadar et al. [5].
Reliability is concerned with to what extent the data and the analysis are
dependent on the speciﬁc researchers. To mitigate this threat, we followed a
clear method and we conducted several rounds of discussion among the involved
researchers before the interviews. In addition, the interviews and data analysis
were carried out by more than one researcher.
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Final Considerations

This paper presented results of a qualitative study on how developers perceive
and interpret privacy requirements. We showed nine personal factors that positively or negatively aﬀect the developer’s understanding of privacy requirements.
We found that developers have practical knowledge of privacy, rather than theoretical knowledge. They often focus on security and this can compromise the
resolution of privacy issues. Besides that, many developers recognize the importance of using privacy practices but some have no intention of using it.
As ongoing research, we are analysing other data collected in the interviews to
observe the behavioral and environmental factors of SCT, and how they interact
with personal factors and aﬀect developers’ understanding of privacy. We are
also working on deﬁning and evaluating a requirements speciﬁcation method
designed to guide developers to consider privacy from the beginning of agile
software development [8].
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