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a b s t r a c t 

Context: Safety-Critical Systems (SCS) are becoming increasingly present in our society. A considerable 

amount of research effort has been invested into improving the SCS requirements engineering process as 

it is critical to the successful development of SCS and, in particular, the engineering of safety aspects. 

Objective: This article aims to investigate which approaches have been proposed to elicit, model, specify 

and validate safety requirements in the context of SCS, as well as to what extent such approaches have 

been validated in industrial settings. The paper will also investigate how the usability and usefulness of 

the reported approaches have been explored, and to what extent they enable requirements communica- 

tion among the development project/team actors in the development of SCS. 

Method: We conducted a systematic literature review by selecting 151 papers published between 1983 

and 2014. The research methodology to conduct the SLR was based on the guidelines proposed by 

Kitchenham and Biolchini. 

Results: The results of this systematic review should encourage further research into the design of studies 

to improve the requirements engineering for SCS, particularly to enable the communication of the safety 

requirements among the project team actors, and the adoption of other models for hazard and accident 

models. The presented results point to the need for more industry-oriented studies, particularly with 

more participation of practitioners in the validation of new approaches. 

Conclusion: The most relevant findings from this review and their implications for further research are as 

follows: integration between requirements engineering and safety engineering areas; dominance of the 

traditional approaches; early mortality of new approaches; need for industry validation; lack of evidence 

for the usefulness and usability of most approaches; and the lack of studies that investigate how to im- 

prove the communication process throughout the lifecycle. Based on the findings, we suggest a research 

agenda to the community of researchers and advices to SCS practitioners. 

© 2016 Elsevier B.V. All rights reserved. 
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. Introduction 

Computing systems are becoming ubiquitous and a basic part

f human life. They help us in so many activities that it is diffi-

ult to imagine modern society without their support. Neverthe-

ess, this ubiquitous presence carries a high level of dependency,

hich inevitably demands the need for systems that are increas-

ngly available, reliable, safe, and secure [18 ,119] (for SLR references

lease see Appendix A ). In many situations we rely on computing

ystems to help us control highly critical activities [81,115], such

s in medical procedures [59,79,85,104,117,130,179], human trans-

ortation [48a ,53,87,88,96,110,164], aerospace and defence systems
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23 ,71,128,131,132,183], and high energy handling [142,173,182,189].

ailures during the control of these systems might cause serious

amage to the environment, property and people [8,17,29] , impact-

ng companies, the marketplace, as well as the quality of life of

eople and society in general. 

Systems with these characteristics are generally called safety-

ritical systems (SCS) [113,124,148]. Over the last 40 years, a

onsiderable amount of research effort has been invested into

mproving the engineering of SCS. One of the most significant

hallenges for companies that develop SCS is to create and es-

ablish a complete, correct, unambiguous, testable, and yet under-

tandable requirements specification and/or understanding shared

mong stakeholders [15 ,64,65,92,106,126]. This is crucial for the

T mainstream [20] , but it is even more important for compa-

ies developing SCS, when considering product/system safety cer-

ification process compliance [100,180]. Compliance and ultimate

http://dx.doi.org/10.1016/j.infsof.2016.04.002
http://www.ScienceDirect.com
http://www.elsevier.com/locate/infsof
http://crossmark.crossref.org/dialog/?doi=10.1016/j.infsof.2016.04.002&domain=pdf
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certification and associated processes are required for companies

developing SCS [91,98]. 

The literature on SCS has reported on many cases where sys-

tems have failed due to a lack in requirements specifications, or

misunderstandings traced to problems in requirements engineer-

ing, contributing to accidents that cause damage to the environ-

ment, injury to people and even the loss of lives [8,13 ,177]. Of

course, when accidents happen, they have a strong negative impact

for the companies responsible for the associated SCS. As discussed

by Leveson in [16] , the causes of accidents involving complex tech-

nological systems usually are multifactorial. The hierarchical model

of accidents causes proposed by Lewycky [39] points out that it is

the constraints, or lack of them, on technical and physical condi-

tions, social and human interactions [60,82,93,125,146], the man-

agement system and organizational culture, as well as governmen-

tal or socioeconomic policies [16,24] that are the root causes of

accidents. Such factors are closely related and have influenced the

way of approaching the safety requirements of SCS [61,74]. 

With the increasing complexity of SCS [12 ,191], the rules and

standards for safety certification and associated processes defined

by governments and international agencies are becoming more dif-

ficult and expansive [25] . The requirements specifications, and re-

lated processes for requirements engineering, play a very impor-

tant role during the safety certification process [26 ,157,159,160],

both in relation to process-based compliance and safety-assurance

standards [15,19 ,145,150,174]. In addition, with the system func-

tionalities increasingly moving from hardware to software [70], the

safety certification process becomes even more complex. 

Considering the importance of the requirements engineering

process for improving the safety of SCS [78,165,171,178,185], we

conducted a systematic literature review (SLR) to investigate what

approaches have been proposed to elicit, model, specify or validate

safety requirements in the context of SCS, as well as to what extent

such approaches have been validated in industrial settings. Further-

more, we investigate the relationship between safety analysis and

requirements engineering practices in order to analyse how inte-

grated these areas are and what communication issues emerged

from them. In this paper we analyse and discuss the SLR results

considering four perspectives: (i) the requirements engineering ap-

proaches to treat safety requirements; (ii) how the safety require-

ments approaches have been validated by their proponents; (iii)

how the usefulness and usability of the approaches have been

measured by their proponents; and (iv) to what extent the safety

requirements approaches support communication among the ac-

tors throughout the SCS lifecycle. To the best of our knowledge,

this is the first SLR on the topic of requirements engineering for

SCS. 

This paper is organized as follows. Section 2 presents back-

ground and related work. The research methodology adopted to

conduct the SLR is presented in Section 3 . The results and the anal-

ysis related to our research questions are presented in Section 4 .

Our conclusions are presented in Section 5 . 

2. Background and related work 

2.1. Definitions 

In order to set the scope and make clear the adopted terms

used in the SLR, and to ensure consistency throughout this paper,

we present the following definitions, organized in alphabetical or-

der: 

Accident . An undesirable (negative) event involving damage, loss,

suffering or death [7 ,120]. 

Approach. In the context of this SLR, we are interested in the fol-

lowing types of approaches: technique, model, framework, method,
rocess, methodology or tool to elicit, model, specify or validate

afety requirements for safety-critical systems. 

unctional safety requirement . The requirement to prevent or

itigate the effects of failures identified in safety analysis [6] . 

azard . A system state that might, under certain environmental

onditions, lead to a mishap. Hence, a hazard is a potentially dan-

erous situation that may lead to an accident [1,7] . 

afety . Firesmith defines safety as “the degree to which accidental

arm is properly addressed (e.g. prevented, identified, reacted to,

nd adapted to)” [2] . According to Leveson “safety must be defined

n terms of hazards or states of the system that when combined

ith certain environmental conditions could lead to a mishap.”

7 ,133]. 

afety requirement . A requirement that describes the constraints

r actions to support and improve a system’s safety. Firesmith

efines the safety requirement as “any quality requirement that

pecifies a minimum, mandatory amount of safety in terms of a

ystem-specific quality criterion and a minimum level of an asso-

iated metric.” [2] . 

afety-critical . According to Medikonda and Panchumarthy “those

oftware or system operations that, if not performed, performed

ut of sequence, or performed incorrectly could result in improper

ontrol functions, or lack of control functions required for proper

ystem operation, that could directly or indirectly cause or allow a

azardous condition to exist” [1] . 

sability. How easy an approach is to be used by practitioners. 

sefulness . The fact of being useful and bringing value for practi-

ioners. 

alidated approach . It is one that was tested, piloted or performed

n some way into the industry setting. 

.2. Related work 

Nair et al. [62] conducted a SLR on evidence for safety. The

tudy considered 171 peer-reviewed publications with the inten-

ion of answering four questions: “What constitutes the evidence

or safety?”, “What techniques are used for structuring safety evi-

ence?”, “What techniques are used for assessing safety evidence?”

nd “What challenges and needs have been the target of the in-

estigation in relation to safety evidence?” The authors argue that

hey intentionally conducted a SLR with a broad scope, not restrict-

ng themselves to a particular standard or domain. The stated rea-

on for such a decision is that the breadth of scope enabled them

o provide a more general and thorough analysis of the state of the

rt on evidence for safety. Additionally, they classified the various

otions of evidence gleaned from the literature into a hierarchical

axonomy, which includes 49 evidence types. 

Mellado et al. [3] conducted a systematic review of the lit-

rature concerning security requirements engineering in order to

ummarize evidence regarding security requirements approaches

nd to provide a framework to appropriately support new research

ctivities. The research question that they tried to answer was

Which approaches have been carried out to develop secure Infor-

ation Systems by means of Security Requirements Engineering?”

hey found 22 studies that completely fit their previously defined

nclusion criteria. 

Rodríguez-Dapena [19] discusses software safety certification as

 multi-domain challenge. This work highlights the problem of

ew systems that are built from subsystems, which come from

ifferent application domains, because there is no certification

cheme for inter-domain systems yet. The author comments on the
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Table 1 

Research questions for the systematic review. 

ID Research question Aim 

RQ1 What approaches have been 

proposed to elicit, model, 

specify or validate safety 

requirements in the context 

of safety-critical systems? 

To identify and classify which 

approaches to elicit, model or 

specify safety requirements 

for safety-critical systems 

have been proposed. 

RQ1 .1 Which of the approaches from 

RQ1 have been validated, and 

to what extent? 

To identify which approaches 

the practitioners have used 

in the industry setting. 

RQ1 .2 To what extent has usability 

and usefulness been explored 

for the approaches? 

To verify how effective the 

approaches have been. 

RQ2 To what extent do the 

approaches enable 

(requirements) 

communication and 

understanding among 

development project/team 

actors? 

To verify how the 

communication level has 

been supported by the 

approaches. 

To verify how effective the 

approaches have been in 

terms of the proposed 

artefacts and the actors’ 

coverage. 
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nfluence of the issues related to safety requirements into multi-

omain safety certification, and suggests that more work is re-

uired to ensure that certification is based on a complete and con-

istent set of requirements. 

Iankoulova et al. [4] conducted a systematic review on cloud

omputing security requirements with the intention of providing

 comprehensive and structured overview of cloud computing se-

urity requirements and solutions. Yahya et al. [5] carried out a

eview of tool supports for security requirement engineering. Both

tudies focused on security requirements, which are requirements

hat describe how to protect assets and system services against

alicious actions and security threats [133]. Although safety and

ecurity are closely related, they have been developed as different

esearch topics, according to Leveson [133] “one related to threats

o life and property and the other with threats to privacy or na-

ional security.”

In 20 0 0 Lutz published a report [13] on the current state of

oftware engineering with regard to safety and proposed directions

or necessary work. The report provides an overview of the state in

he following areas of software engineering for safety: hazard anal-

sis; safety requirements specification and analysis; designing for

afety; testing; certification and standards. The report points out

ix directions of necessary work, which are the following: integra-

ion of informal and formal methods; constraints on safe product

amilies and safe reuse; testing and evaluation; runtime monitor-

ng; education; and collaboration with related fields such as secu-

ity and survivability, software architecture, theoretical computer

cience and human factors engineering. 

In 2007 Heimdahl published a report [8] addressing issues that

ose challenges for the future in terms of safety and software in-

ensive systems. The issues discussed in the report are: misunder-

tandings about safety concepts and poor usage of known system

afety techniques; a failure to demonstrate whether safety require-

ents specifications have been met; problems when introducing

odelling and automated tools to increase productivity in safety-

ritical systems development [129]; and the increase of safety-

ritical systems relying on data. 

In 2014 Hatcliff et al. published a report [15] considering the

uture of software engineering, challenges and research directions

elated to the development and certification of safety-critical soft-

are dependent systems. In this report the authors identified

even primary challenges: the need to establish foundational prin-

iples for software safety assurance; the nature of criteria in safety

ertification; the issues related to safety requirements specifica-

ions; the need to develop engineering and assurance approaches

o support compositional certification and reuse of certified com-

onents; the use of tools in the certification process; the increas-

ng automation in hazard analysis [73,184]; and the need of build-

ng competence to engineer software for safety critical systems.

he reports produced by Lutz [13] , Heimdahl [8] , and Hatcliff

t al. [15] are complementary and offer a good view about the is-

ues in safety-critical systems and how the area has evolved over

he last two decades. 

Although the above works cover several aspects related to

afety and security for safety-critical systems, none of these works

erform an extensive identification and mapping of elicitation,

odelling, specification and validation of safety requirements ap-

roaches for safety-critical systems. 

. Research methodology 

In this section we present the design and the execution of the

LR. The research methodology to conduct the SLR was based on

he guidelines proposed by Kitchenham [9] and Biolchini et al. [10] .

he need for this SLR (Step 1, Fig. 1 ) was presented in the Intro-

uction of this paper. Fig. 1 shows the research process we have
dopted and its steps are described in the next sections. In or-

er to determine if similar work had already been conducted we

earched the Compendex, Inspec , and Google Scholar digital libraries

performed on 26 September 2014). The following string was used

o search within titles, abstracts and keywords: 

(Safety AND/OR Critical) AND Requirement ∗ AND (Review OR

Taxonomy OR SLR OR Research overview) 

None of the retrieved studies were directly related to the ob-

ectives expressed in the research questions (Step 2–Defining Re-

earch Questions). In Table 1 we describe the research questions

nd their aims. The research questions elaborate on what should

e extracted from the selected studies and points to directions for

urther discussions. 

The Technology Acceptance Model (TAM) proposed by Davis

46a] and reviewed by Legris et al. [45a] motivated us in relation

o RQ1.2. We used TAM as a theory to support in the verification of

ow effective the safety requirements approaches have been. TAM

uggests that perceived ease of use and perceived usefulness are

he two most important factors in explaining technology accep-

ance [45a] . 

Enabling communication and coordination among the stake-

olders is a central purpose of Requirements Engineering [36,43] .

ccording to Ramesh et al. [47a] to reach intensive communication

mong the stakeholders is the most important factor for success-

ul agile requirements engineering. Taking into account the impor-

ance of such aspect in requirements engineering processes, the

otivation of RQ2 is to verify how the safety requirements ap-

roaches have supported the communication among the stakehold-

rs throughout SCS lifecycle. 

.1. Search strategy 

For the identification of papers we adopted a search strategy

resented in Fig. 2 , which is based on the search strategy con-

ucted by Unterkalmsteiner et al. [11] . The keywords defined to

ompose our search string were extracted from the research ques-

ions. In order to evaluate the quality of the proposed search string,

e carried out a trial search on Google Scholar (Step 5). We manu-

lly selected ten relevant publications in the area of safety-critical

ystems and compared them with the results from the trial search.

he adopted search string captured nine out of ten reference pub-

ications. The search string used in the SLR is specified below: 
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Fig. 1. Systematic review steps adapted from [9, 10, 11] . 

  

o  
“Safety Requirements” AND (“Safety-Critical Systems” OR

“Safety-Critical Software”) AND (“Hazard” OR “Accident”) 
Fig. 2. Search strategy adapted from [11] . 
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The expression (“hazard” or “accident”) was included as part

f the search string to guarantee that the selected studies would

ring discussions related to accident and hazard analysis connected

o safety requirements. We made this decision taking into account

hat safety requirements are typically "derived" from hazards dur-

ng the requirements elaboration. Therefore, seeing hazards along-

ide safety requirements leads to better scoping for the SLR. 

In order to manage and organize the papers selected in the SLR

e adopted Mendeley ( http://www.mendeley.com ). 

.2. Review protocol 

We developed a review protocol (Step 3), in which the main

lements are as follows: the selected resources chosen were ACM

igital libraries, IEEE Xplore, Springer-Verlag, and Science Direct;

he search method was based on research through web search

ngines available for use in digital libraries; the population was

omposed of peer-reviewed publications reporting approaches to

licit, model, specify or validate safety requirements for safety-

ritical systems; the aim of the intervention was to collect em-

irical evidence in relation to (i) what approaches exist; (ii) how

hey were validated; (iii) how the usability and usefulness of these

pproaches were measured; and (iv) how these approaches sup-

ort communication among actors in safety-critical systems devel-

pment. 

http://www.mendeley.com
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Fig. 3. Procedure for primary studies selection (Step 6). 
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Table 2 

Phases and number of selected studies. 

Source Phase 1 Phase 2 Phase 3 Phase 4 

ACM digital library 127 50 46 39 

IEEE Xplore 122 85 73 70 

Springer Link 124 19 14 13 

ScienceDirect 238 39 32 29 

Total 611 193 165 151 

Table 3 

Extracted properties. 

ID Property Research question 

P1 Research method Overview of the studies 

P2 Context Overview of the studies 

P3 Safety requirements approach RQ1 

P4 Activity/process RQ1 

P5 Validation RQ1 .1 

P6 Usefulness RQ1 .2 

P7 Usability RQ1 .2 

P8 Communication RQ2 

3
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As studies selection criteria we determined that papers should

e scientific articles from journals, transactions, magazines, con-

erences and workshops. Only articles written in English would

e considered. The inclusion criteria was defined as: any study

hat presents, compares or discusses approaches for eliciting, mod-

lling, specifying and validating safety requirements for safety-

ritical systems. Studies relating safety requirements in the con-

ext of safety analysis, hazard analysis, or safety-critical standards

ust also be included. The exclusion criteria was defined as: stud-

es that do not bring any discussion about approaches for eliciting,

odelling, specifying or validating safety requirements for safety-

ritical systems. 

As part of the protocol review evaluation (Step 4), we con-

ucted a trial with the studies selection criteria before initiating

he selection of the primary studies. In the trial, one participant

n the SLR used the proposed selection criteria and found ten ar-

icles that should be included in the primary studies set, and ten

rticles that should be excluded. These same twenty articles were

valuated by the other participant, using the same selection crite-

ia. This resulted in 86% agreement between the two participants

sing the studies selection criteria. 

.3. Procedure for studies selection 

Fig. 3 shows the procedure for the selection of primary studies,

hich was based on the inclusion criteria presented in Section 3.2 .

dditional selections were carried out when the title and abstract

f the study under analysis did not offer sufficient information to

ecide if it met the inclusion criteria or not. In such a case, the ad-

itional selection process included the perusal of the introduction

nd conclusion of the study. 

We used the search string presented in Section 3.1 to capture

he primary studies from the selected resources, based on the re-

iew protocol presented in Section 3.2 . We captured a total of 611

tudies, which were distributed into: the ACM digital library, IEEE

plore, Springer Link, ScienceDirect (see Table 2 for the number of

he studies in each phase of the studies selection). We chose these

our digital libraries taking into account that they cover the main

onferences and journals related to SCS. We screened them accord-

ng to the procedure for primary studies selection presented in

ig. 3 . After applying our selection criteria into the 611 studies
phase 1), we selected 193 studies for data extraction (phase 2). 
m  
.4. Data extraction 

Initially 193 studies were accepted for data extraction (Step 7).

owever, during the data extraction process, 28 studies were ex-

luded (phase 3) because some of them were out of the scope of

his SLR and others were a variation of the same study, not charac-

erizing a new contribution. Besides, 14 studies were excluded be-

ause they were categorized as a “report,” i.e. they discussed chal-

enges and tendencies in safety-critical systems, but did not pro-

ose that any new approaches be evaluated (phase 4). Considering

hese exclusions, 151 studies were finally accepted for data extrac-

ion (for SLR references please see Appendix A ). 

We prepared an initial form with the properties presented in

able 3 , which also shows the mapping between the properties and

he research questions. For properties P1, P2, P5, P6 and P7 a list

f expected values was defined previously. For the properties P3,

4 and P8 the values should be extracted from the studies. Each

roperty will be explained in subsequent subsections. 

.4.1. Research method (P1) 

The studies were categorized according to the applied research

ethod. We partially adopted the categorization used by Un-
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terkalmsteiner et al. [11] , and Ivarsson and Gorschek [14] . The cat-

egories and criteria to classify the studies were as follows: 

Case study: the study empirically evaluates an approach or a the-

oretical concept in an industrial setting, having a clearly defined

goal [11,27,32] ; 

Industry report: the aim of the study is to report industrial ex-

perience without declaring research questions or theoretical con-

cepts [11] . Such a category complies with the “Project monitoring”

method described in [27] ; 

Experiment: the study carries out an experiment clearly defining

its design, although not necessarily in an industrial setting; 

Conceptual analysis: the aim of the study is to discuss a theoreti-

cal concept or a new approach, but without validating it, based on

a case study or an experiment; 

Lessons learned: the aim of the study is to report on the lessons

learned from practitioners for an industrial setting; 

Report: the study includes a discussion to point out challenges and

future tendencies based on an analysis of past and state-of-the-art

technology; 

Example: the study presents a new approach and conduct a pre-

liminary discussion about it based only on the authors assertions

or it provides some examples. Such a category complies with the

“Assertion” method described in [27] ; 

Survey: the study collects data based on a questionnaire or inter-

views [28,32] ; 

SLR: the study conducts a systematic literature review. 

3.4.2. Context (P2) 

The studies were categorized into industry and non-industry

cases. The industry cases included studies in which research was

conducted in collaboration with, or promoted within, industry. The

non-industry cases comprised studies conducted in an academic

setting. 

3.4.3. Safety requirements approach (P3) 

The categories of the approaches were extracted from the

studies. Two major categories were identified: (i) a process-

independent approach, which can be a technique, model, language,

tool or method, which can be used in any process or framework;

and (ii) a process-dependent approach, which can be a framework,

methodology or a process model usually supporting several steps

of the safety-critical systems development [77,107,118,138,140]. 

The process-independent versus process-dependent dichotomy

emerged during the SLR, it was not previously defined by us. How-

ever, we decided to maintain this dichotomy in order to facilitate

the comparison among the approaches. The process-dependent ap-

proaches have a broader scope than the process-independent ones,

for this reason it would not make sense comparing and analysing

approaches with different system lifecycle coverage into the same

group. 

3.4.4. Activity/process (P4) 

We analysed the studies looking for approaches with the po-

tential to improve safety requirements in the following activi-

ties or processes: safety analysis, requirements elicitation, require-

ments specification, requirements modelling, requirements valida-

tion, hazard analysis and safety case specifications [112]. 

3.4.5. Validation (P5) 

To help us during the validation of the studies, we adopted a

model for evaluating rigor and the industrial relevance of tech-

nology evaluations proposed by Ivarsson and Gorschek [14] . Since

we are interested in identifying to what extent the proposed ap-

proaches were validated by the authors (RQ1.1), the procedure of
ow evaluate industrial relevance proposed in [14] seems to be ad-

quate to support us in the SLR. 

The model captures rigor and the relevance of technology eval-

ations in software engineering research, enabling a classification

n order to characterize research performed in an applied field. In

his model, the industrial relevance is evaluated based on four as-

ects: (1) the subjects that participated in the studies; (2) the con-

ext in which the studies were performed; (3) the scale used in the

tudies evaluation; and (4) the research method adopted in the

tudies. The first three aspects were concerned with the realism of

he environment where the investigated studies were performed,

nd the fourth aspect was concerned with how the research meth-

ds influenced the produced results. Based on these aspects the

evels of relevance can range from 0 to 4. 

The rigor is evaluated based on three aspects: (1) the degree

o which the context is described; (2) the degree to which the

tudy design is described; and (3) the degree to which the va-

idity is discussed. Based on these three aspects the levels of rigor

an range from 0 to 3. 

.4.6. Usefulness and usability (P6 and P7) 

We use the concepts of usefulness and usability to verify the

ffectiveness of the proposed approaches reported in the selected

tudies. For both concepts we investigated “how” and “why” the

uthors measured them in the studies. In order to measure the

sefulness and usability of the approaches, we proposed the fol-

owing criteria: 

eak: no evidence or indication of how/why usefulness/usability

ere measured are presented; 

edium: evidence or indications of how/why usefulness/usability

ere measured are briefly presented; 

trong: evidence of how/why usefulness/usability were measured

nd described in detail to a degree where the reader can under-

tand and compare it to other works. 

.4.7. Communication (P8) 

Communication among actors plays an important role during

he safety-critical system development process. In RQ2, we are in-

erested in verifying to what extent the proposed approaches have

ddressed such a property. To evaluate how the approaches sup-

ort the communication of the safety requirements among the ac-

ors involved in critical-safety projects we considered the following

spects: 

rtefact: any sub-product or delivered result derived from the use

f an approach. 

ctor: any player involved in the safety-critical system develop-

ent and/or certification process, such as safety engineer, require-

ents engineer, system engineer, auditor, etc. 

ctivity/process: any activity or process embedded in the steps of

he safety-critical system development and/or certification process,

uch as safety analysis, hazard analysis, risk assessment, require-

ents elicitation, requirements specification, requirements valida-

ion, etc. 

.5. Study quality assessment 

According to Kitchenham et al. [9] , the study quality assessment

Step 8) should help researchers that are conducting the SLR, of-

ering guidance in the interpretation of findings obtained from the

elected studies. The study quality assessment we have conducted

as an evaluation of how well the studies were reported. We an-

wered the questions presented in Table 4 for each paper consid-
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Table 4 

Quality assessment (adapted from [11] ). 

ID Quality assessment Yes Partially No 

question 

QA1 Is the aim of the study 

addressing the RQs? 

143 (94 .7%) 8 (5 .3%) 0 (0 .0%) 

QA2 Is the presented 

approach clearly 

explained? 

108 (71 .5%) 43 (28 .5%) 0 (0 .0%) 

QA3 Are the threats to 

validity taken into 

consideration? 

6 (4 .0%) 37 (24 .5%) 108 (71 .5%) 

QA4 Is it clear in which 

context the study 

was carried out? 

140 (92 .7%) 11 (7 .3%) 0 (0 .0%) 
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red during the data extraction, while the quality assessment ques-

ions were adapted from [11] . 

.6. Threats to validity 

.6.1. Publication bias 

A general problem related to publication bias is the trend of

esearchers to publish positive research outcomes rather than neg-

tive ones [9] . We considered this threat as low since the research

uestions in the SLR do not address the performance or efficiency

f the approaches to handle safety requirements. The same can be

onsidered to the threat of sponsoring. 

We did not limit the sources of information to specific publish-

rs, journals, or conferences. On the contrary, the coverage of the

eview reached a variety of scientific media vehicles, including the

ain conferences and journals in the area sponsored by different

ublishers. In order to accumulate reliable information, we decided

ot to include technical reports, works in progress, unpublished, or

on-peer-reviewed publications. 

.6.2. Identification of primary studies 

The initial set of studies were obtained based on the search

tring presented in Section 3.1 . The metric we used to decide about

he quality of the search string was the recall of the search result,

hich is expressed as the ratio of the retrieved relevant studies

nd all existing relevant studies [33] . Of course, it is not possible

o know all existing relevant studies. Taking this into account, the

ecall of the search string was estimated based on a pilot search

s described in Section 3.1 (see Fig. 2 ). The search string was

onducted on Google Scholar and the recall was checked against

nown relevant studies into an iterative refinement process. The

efinement of the search string continued until we reached a re-

all with at least 90% of the known relevant studies. However,

ven when using such a strategy to refine the search string, the

hreats of missing relevant studies still remains. For instance, we

nly found one study in the Oil & Gas domain, it might be the

ase that the researchers in this domain do not use the same ter-

inology and publish relevant papers under completely different

ategorizations and in other forums. 

.6.3. Data extraction consistency 

Data extraction was carried out based on the form previously

esigned for us. We prepared the data extraction form considering

he extraction properties discussed in Section 3.4 ( Table 3 ), which

re related to the RQs we intend to answer in the SLR. In order to

heck the consistency of the data extraction form, we conducted

 pilot data extraction taking into account 7% of the total studies

hat we had selected (12 out of 165 studies). 

With the extracted data from these studies, we simulated an

nalysis to check if the types of data that were extracted could
elp us answer the proposed RQs. After the refinement process of

djusting the form, several categories and parameterized attributes

ere created to help the researcher conduct the data extraction as

 systematic process. 

The data extraction form was implemented as a spreadsheet

omposed of 31 columns (data extraction attributes), which was

tructured as follows: 3 columns related to article identification, 2

olumns related to context (P1 and P2), 4 columns related to the

afety requirements approaches and activity/process (P3 and P4), 7

o validation (P5), 10 to usefulness and usability (P6 and P7), and

 to communication process (P8). 

We believe that the adopted strategy to build the data extrac-

ion form helped to attenuate threats to the data extraction con-

istency. However, the threats to missing some important data,

nd the subjective judgment that may have been used by the re-

earcher during data extraction, still exist. 

. Results and analysis 

A total of 165 studies discuss safety approaches, which are

ethod/model/technique or solutions to elicit, specify, model or

alidate safety requirements, including safety and hazard analysis

elated to identifying and analysing safety requirements in the con-

ext of SCS. 

The inspected publications were classified according to the ap-

lied research methods, as can be seen in Fig. 4 , where case stud-

es (33.33%) and experiments (30.3%) together clearly constitute

he most common methods applied. These are followed by concep-

ual analysis (15.15%), reports (8.48%), examples (4.84%), industry

eports (3.63%), lessons learned (2.42%), surveys (1.21%), and SLRs

0.6%). 

Applying rigor and relevance ( Section 3.4.5 ) gives the overview

een in Fig. 5 (applied on 151 studies, with 14 excluded and clas-

ified as reports). As we can see, there is nearly a symmetry in the

tudies dispersion, with 38.41% of the studies obtaining the high-

st score of relevance (4 points) and 31.12% of the studies obtaining

he lowest score of relevance (0 points). 25.16% of the studies re-

eal rigor ≥2 (ranging from 0 to 3), and 47.68% of the studies show

igor < 1.5. Only 5.96% of the studies reached high scores (relevance

3 and rigor ≥2.5). 

When we apply rigor and relevance for each research method

ategory, the studies from the case study category obtained the

est results, with 94.54% of them achieving a relevance ≥3 and

6.36% boasting rigor ≥2.5. This was in stark contrast to studies

rom the other research methods category where only 2% of the

tudies from the experiment category reached a relevance ≥3, and

ikewise for rigor. These results are not surprising in that case stud-

es are relevant since they are studied in industry. However, it is

urprising that the rigor is high, which contradicts the results pre-

ented by Ivarsson et al. [34] , where rigor was much lower in “so-

ution” based studies. This can indicate that the application domain

ere is more mature, or has higher demands in relation to rigor

han can be seen in the Requirements Engineering field in gen-

ral. In the case of experimentation, a low level of relevance is not

urprising as experiments often have to be conducted in a con-

rolled environment, scaled down [27] . What is surprising is that

igor also lags. Normally the procedures and demands on experi-

ental design as well as operations are very high [35] . 

Fig. 6 shows the distribution of the studies by activi-

ies/processes related to safety requirements handling. Safety anal-

sis (43.71%) and requirements specifications (39.07%) are dis-

ussed in the majority of the studies, followed by requirements

licitation (31.79%), requirements validation (24.50%) and hazard

nalysis (13.91%) with a considerable number of the studies con-

erned with these activities. Safety cases and requirements mod-

lling are discussed in 8.61% and 6.62% of the studies, respectively.
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Fig. 4. –Distribution of the studies according to research methods. 

Fig. 5. The rigor and relevance of the selected studies. 

Fig. 6. Distribution of the studies by activities/processes. 
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Just a few studies (1.3%) have reported approaches support-

ing the relationship between safety requirements and system test-

ing [94]. This finding seems to be in accordance with what was

pointed out by Nair et al. in [48a] , where the authors observed

the lack of published work on system testing for safety critical sys-

tems in the context of safety certification. Additionally, Nair et al.

[49a] made a comparison of importance given in practice and im-

portance observed in the technical literature for safety evidences.
hey found that “testing results”, which is considered a type of

afety evidence in the context of safety certification, has high im-

ortance in practice, but low in technical literature. 

Lutz [13 ,86] has discussed the importance of testing in the con-

ext of safety-critical systems and has highlighted the need for ap-

roaches to improve the area. Safety requirements elicited during

azard analysis should be used during testing to validate if the

s-built system satisfies them [13] . This is particularly important



L.E.G. Martins, T. Gorschek / Information and Software Technology 75 (2016) 71–89 79 

Fig. 7. Distribution of the approaches by studies. 
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onsidering that all SCS must demonstrate that they are in compli-

nce with process-based safety standards or to show how safe they

re based on the safety assurance process (safety case oriented ap-

roaches) [8,15] . Showing evidence that the safety requirements

ere taken into account during the test cases designing is highly

ecommended to get success into the safety certification process

15] . The lack of approaches supporting these crucial steps of the

ystem development may suggest that the communication among

afety-critical team actors are not properly performed. This is fur-

her discussed in Section 4.4.2 . 

.1. Approaches for safety requirements (RQ1) 

.1.1. Results 

The purpose of this research question was to identify which ap-

roaches have been proposed to elicit, model, specify or validate

afety requirements in the context of safety-critical systems. 

Fig. 7 shows the distribution of the process-independent ap- 

roaches, i.e., approaches classified as techniques, methods, mod-

ls and languages that can be used in any process, methodol-

gy or framework for safety-critical systems development. As can

e seen, FTA is the most adopted approach, appearing in 15.23%

f the studies, followed by FMEA (9.93%), HAZOP (7.95%), FMECA

6.62%), PHA (5.96%); these approaches are traditional in the con-

ext of safety engineering [16] . The newer approaches of GSN

nd RSML/RSML −e were independently adopted in 4.63% of the

tudies. 

73 different approaches were found in isolated studies, i.e., each

ne was found in only one study. This may indicate that there are

 couple of well researched and developed approaches, and many

maller ones that were newly presented in individual papers, with

any that later undergo no further development or validation in

ither an academic setting by the researchers themselves, or in

n industrial setting. This is not uncommon in research; many ap-

roaches are proposed but few “survive.” What is surprising is that

e cannot find any evidence of validation and evaluation. 
Fig. 8 shows the distribution of the approaches among the ac-

ivities/processes related to safety requirements. As we can see,

TA is the most frequent approach for safety analysis, requirements

pecification, requirements elicitation and requirements validation.

he use of FTA in such activities is followed by FMEA, HAZOP,

MECA and PHA, respectively. From the selected studies in this SLR,

SN is the only approach used for documenting safety cases. 

.1.2. Analysis and discussion 

We found that 70.37% of the studies published in the 1990s

uggest that at least one of the following approaches should be

dopted by developers to improve safety analysis and/or safety re-

uirements specification: FTA (10), FMEA (3), HAZOP (2), FMECA

2) and PHA (2). When we analysed the studies developed dur-

ng the 20 0 0s, we found that 40.0% of the studies suggested us-

ng at least one of these same approaches, with the following dis-

ribution: FTA (17), FMEA (11), HAZOP (7), FMECA (7) and PHA

6). Although in absolute numbers such traditional approaches are

reater in the 20 0 0s than in the 1990s, in relative numbers there

s a decreasing tendency, from 70.37% in the 1990s to 40% in the

0 0 0s. 

The decreasing tendency about these approaches along the last

5 years may suggest that the safety-critical system community

s trying to find out other alternatives to improve safety require-

ents [29] . On the other hand, 40.0% of all studies means that

 considerable amount of effort still lies in such traditional ap-

roaches and suggest that the safety-critical systems developers

till are adopting such approaches on a large scale. The additional

3 different approaches found (each one in a different study), as

entioned previously, seem to support the argument that devel-

pers prefer the traditional approaches [15 ,57,89,156] and that the

ew approaches are not yet mature or not convincing enough. 

Regarding these isolated approaches, most of them (21.81%) are

ormal methods, which presented no validation in the industry

ontext. Considering all 73 isolated approaches, 56.36% were dis-

ussed in papers that adopted experiments, conceptual analysis or
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Fig. 8. Distribution of approaches by activities/processes related to handling safety requirements. 
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examples as research methods. Most of the isolated approaches

were not proposed in partnership projects with industry, as well

as being poorly suited for practitioners’ real problems. 

A poor integration between the safety engineering and require-

ments engineering areas is pointed out by several researchers as

an open challenge in SCS [8,15,16 ,134]. New approaches to improve

safety cases is also pointed out as an important topic for fur-

ther investigation [8 ,58,120,122,139,147,152,181,188]. However, very

few of the isolated approaches addressed the above-mentioned

open topics. On the other hand, the majority of them (65.45%) ap-

proached requirements specification and safety analysis issues in

a non-integrated way. These reasons may explain the premature

death of these isolated approaches. 

Leveson [29] describes several reasons why the safety-critical

community needs to move towards new approaches for safety

engineering, among them the most important are: the fast pace

of technological change, reduced ability to learn from experience,

the changing nature of accidents, new types of hazards, increas-

ing complexity and coupling, difficulty in selecting priorities and

making trade-offs, increasing the control of systems with automa-

tion, and changing regulatory and public views of safety. Despite

there being no new approach clearly taking over from the tradi-

tional approaches, our findings show that some newer approaches

are becoming more prevalent than others, such as RSML/RSML −e 

for requirements specification, and GSN to describe safety argu-

ments. RSML was developed by Nancy Leveson’s group as a formal

language for specifying the behaviour of process control systems.

The main characteristic of this language, that distinguishes it from

others, is its improved readability and understandability as well

as support for end users, system engineers, managers and audi-

tors from regulatory agencies [161]. Additionally, the requirements

specified with this language can be further analysed by a model

checker and theorem prover commercially available [135], partially

automatizing the analysis. 

In a recent work Hatcliff et al. [15] stress the importance of re-

quirements engineering for safety-critical systems. In their work

it is noted that system engineering, safety engineering and soft-

ware engineering are still not particularly well-integrated disci-

plines. They believe that the isolation starts with “competence-

building infrastructure” and continues through domain vocabular-

ies, paradigms and tools [97]. The recognition of such a gap by

the safety-critical system community is not new and it was al-
eady mentioned by other researchers, e.g. Heimdhal [8] , Hansen

67], and Leveson [16 ,134]. Looking at Fig. 6 the selected studies

how that safety engineering and requirements engineering pro-

esses are largely discussed by researchers concerned with safety-

ritical systems. The selected studies in this SLR strongly cover

afety and hazard analysis, discussed in 66 and 21 studies respec-

ively, as well as requirements specification, elicitation and valida-

ion discussed in 59, 48 and 37 studies, respectively. The capturing

nd definition of safety requirements, both during the safety analy-

is and the requirements engineering processes, is a common topic

iscussed in these studies, which may indicate that the gap be-

ween safety engineering and requirements engineering is getting

maller [76,104,142,155,162,172,169,192]. However, this finding does

ot mean that these disciplines are integrated in a structured way,

ut rather that further research should be conducted to investigate

ow the integration between them is progressing and/or what gaps

eed to be addressed. 

Additionally, as we can see in Fig. 8 , the approaches named FTA,

MEA, HAZOP, FMECA and PHA are the most commonly used dur-

ng safety analysis, requirements elicitation, specification and val-

dation, as well as in hazard analysis. The concentration of these

pproaches among certain activities/processes seems to indicate

 tendency towards integration between requirements engineer-

ng and safety engineering approaches. Particularly, the strong use

f FTA for both safety analysis and requirements engineering ac-

ivities (i.e., requirements elicitation, specification and validation),

ight suggest an approximation of such activities/processes dur-

ng the early stages of the system engineering process. This might

mply that both safety engineering and requirements engineering

ave similar needs and may contribute to each other. The com-

on use of techniques may improve the communication process

mong the actors [166], by reusing the produced artefacts, and

onsequently decreasing the costs related to the specification and

volution of the safety requirements [36 ,83,186,193]. 

Another interesting finding that we can observe from Fig. 8 is

hat GSN was the only one approach mentioned in relation to the

ocumentation of safety cases. According to Kelly [181] a safety

ase “should communicate a clear, comprehensible and defensible

rgument that a system is acceptably safe to operate in a particu-

ar context.” In an industrial case study developed by Dardar et al.

56] the safety case was composed of four conceptual elements: (1)

oals, which represent safety requirements that must be satisfied
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n order to ensure that the system is safe; (2) evidence, which rep-

esents the proof that the goals are achieved; (3) arguments, which

epresent the relationship between goals (safety requirements) and

heir evidence; and (4) context, which describes the domain where

he system safety is to be argued. GSN is a widely studied and

n easy graphic notation that is used to represent safety argu-

ents in safety cases. GSN is composed of the following concep-

ual elements [181]: goal, justification, context, assumption, solu-

ion and strategy; and two types of relationships: “in context of”

nd “solved by.” The fact that GSN was the only one mentioned in

he inspected studies seems to indicate that such notation is be-

oming a prevalent approach in a certification process oriented by

oal-based safety standards. However, there are other approaches

hat could be considered to represent safety arguments in safety

ases, such as SafeML [154] and SafeUML [166]. Both approaches

re aimed at addressing communication among actors in the devel-

pment and certification processes in SCS. SafeML is a SysML pro-

le designed for modelling the safety-related concerns of a system,

nd SafeUML is a UML profile designed to enable precise modelling

nd monitoring implementation of safety requirements during the

evelopment process. 

Further work comparing such approaches may bring interest-

ng insights into new possibilities to represent safety arguments.

or instance, Heimdahl points out that despite the fact that GSN

ight help in arguing safety cases, further investigations are nec-

ssary with regard to how to effectively argue safety cases [38] as

ell as in order to discern the acceptable types of evidence when

uilding safety cases [8] . Could SafeML or SafeUML help safety en-

ineers and requirements engineers in producing better arguments

han GSN? Further research is necessary to answer such questions.

Since the 1990s, researchers in academia have had high expec-

ations in relation to formal methods as an approach to improve

afety analysis and safety requirements specifications. Several ap-

roaches were developed during the last 25 years, as presented in

8,26,47a ,51,84,116,158,161,172]. Despite the effort s of the academic

esearchers and the great expectations of formal methods, they still

emain little used in an industrial setting [161]. In this SLR we ob-

erved that RSML/RSML −e (found in 7 studies), VDM/VDM ++ (3

tudies) and Petri nets (2 studies) were the most discussed ap-

roaches based on the formal methods to handle safety require-

ents. 

We applied rigor and relevance to the studies that reported for-

al methods. 23.8% of them achieved rigor ≥2.5, and 28.6% of

hem boasted relevance ≥3. One third of the studies were con-

ucted into the industrial context, including within the avionics,

efence, railway and nuclear plant domains. From this total, 19%

f the studies reported approaches validated on an industrial scale

nd 81% into down-scaled industrial. We believe that the rigor and

elevance of the studies reporting formal methods got reasonable

cores, revealing that the studies were carried out close to the real

roblems. However, a common factor we found among the stud-

es validated into an industrial scale was that almost all of them

ad validated the approaches that combined traditional techniques,

.g. FTA and FMEA, with formal methods. That was not the case

hen we looked at the studies validated into down-scaled indus-

rial, where just a few of them had that combination of techniques.

his may indicate that practitioners are interested in experiment-

ng with new approaches based on formal methods, since they

re combined with traditional and well known techniques adopted

ithin an industrial setting [15 ,155]. 

As observed in Fig. 8 , RSML/RSML −e were more used in the

rocess of safety analysis, requirement specification and validation.

etri nets and VDM/VDM ++ were more used in the process of

equirements specification. However, compared to the other ap-

roaches such as FTA, FMEA and HAZOP, it is clear that formal

ethods are not the preference of the practitioners. For safety re-
uirements specifications, we have found that practitioners’ prefer-

nce still rest on informal approaches such as natural language or

pproaches based on the approaches such as FTA, FMEA, HAZOP,

MECA and PHA. The main reason for this seems to be the mathe-

atical skills usually necessary to handle formal methods. Despite

he insistence of those supporters who believe that the necessary

athematical skills to use formal methods are easy, they do recog-

ize that proper training is crucial to the adoption of such methods

30 ,68]. In addition, time-to-market pressure, in terms of deliver-

ng products, which is extended by formalism [30,31] , combined

ith necessary additional training, and also the practitioners’ per-

eption that new types of mistakes can be introduced when adopt-

ng formal methods [80, 121], may be considered realistic barriers

or their adoption. 

The development of exotic additions to formalism, tools, and

upport structures (like model checking, etc.) are the focus of the

esearch community in formal methods. At the same time, the re-

earch community just assumes that the “base” is used. If this is

ot true, the base is not used, then we have to ask ourselves two

ain questions: Will it help to further develop exotics and addi-

ions as a means to enable their use and spread? Does the base

eed to be changed, and do the basic assumptions need to be

uestioned? 

.2. Validation of safety requirements approaches (RQ1.1) 

.2.1. Results 

The purpose of this research question was to identify which ap-

roaches the practitioners used in an industrial setting and to what

xtent they were validated through their use in real development

nvironments and projects. Fig. 9 shows how the selected studies

n the SLR were validated by the authors while taking into account

he subjects, context, scale and research method adopted in the

tudies. 

Fig. 9 shows that in 57.61% of the studies, only researchers par-

icipated. In 27.16% of the studies, researchers and practitioners

ollaborated with each other, and in 15.23% of the studies only

he practitioners participated. Considering the context in which the

tudies were carried out, 60.93% were conducted in industry cases

nd 39.07% in non-industry cases. In 42.38% of the studies the

cale was industrial, in 54.30% it was down-scaled industrial, and

nly in 3.32% the scale was classified as toy examples. In 36.42%

f the studies, the adopted research method was case study, in

3.11% and 16.56% it was experimental and conceptual analysis re-

pectively, and in 13.91% the research methods of the studies were

istributed into examples (5.30%), industry reports (3.97%), lessons

earned (2.66%), surveys (1.32%) and SLRs (0.66%). 

Fig. 10 shows the distribution of the studies by application do-

ain. 28.48% of the studies were classified as domain-independent,

he remainder of the studies were developed in the following

pplication domains: avionics (17.88%), railway (11.26%), space-

raft (10.78%), defence (6.62%), medical devices (5.96%), automo-

ive (5.29%), nuclear plants (5.29%), and others (12.58%) including

rocess control [63,75,101,195], health care [149], road traffic con-

rol [141], robotics [66,69,95], chemical plant [171,51], fire systems

144], oil & gas [102], and rebreather equipment [58]. 

The high maturity and volume of business in the avionics and

ailway domains might explain the concentration of the studies

n these areas. The spacecraft and defence domains are also ma-

ure and involve a high volume of business, however the develop-

ent in such domains usually demands secrecy and confidential-

ty, which might make it difficult to publish results. We found only

ne study in the oil & gas domain [102]. We find this surprising,

s this domain type requires strict adherence to e.g. environmen-

al restrictions. Similarly we would have expected more papers on

reas such as water and environmental protection. 



82 L.E.G. Martins, T. Gorschek / Information and Software Technology 75 (2016) 71–89 

Fig. 9. Validation of the approaches based on the (1) subjects, (2) context, (3) scale, and (4) research methods adopted in the studies. 

Fig. 10. Distribution of the studies by application domain. 
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4.2.2. Analysis and discussion 

Despite the prevalence of the industrial context reported in

the selected studies (60.93%), the other aspects of industrial rel-

evance (subjects, scale and research methods) indicate that the

most of the studies were not developed in close industry partic-

ipation. Most of the studies (57.61%) was developed without, or

with only minimal participation of, industry practitioners. Despite

safety-critical systems being a strongly applied field, only 36.42% of

the studies reported that the proposed approaches for safety anal-

ysis and safety requirements specification were validated based on

the case studies. The scale in which the proposed approaches were

validated also suggests that the proposed approaches to improve

safety requirements should be tested in a more industrial setting,

in that only 42.38% of the studies were validated on an industrial

scale. 

When we analyse how many studies were conducted by practi-

tioners on an industrial scale, we found that 23.84% of them were

carried out by researchers and practitioners in collaboration, and

9.93% of them by practitioners only. These indicators reinforce the
eed for closer ties with industry. As discussed by Ivarsson et al. in

34] , the technology transfer from research results to the industry

etting is probably one of the main goals of an applied field, such

s requirements engineering. A trustworthy validation of new tech-

ologies is closely linked to the context and the subjects that par-

icipate in the validation studies, i.e., experienced practitioners val-

dating new technologies in an industrial context, usually increase

he reliability of a new technology [102,108,167]. Considering how

mportant high quality requirements specification are for SCS, and

heir strong influence on the safety certification process [8,15] , it

ould be helpful if managers and decision makers could base their

hoices about new approaches based on those validated by an in-

reasing amount of practitioners in an industrial context. 

In 43 studies (28.48%), the authors mentioned or gave some

ndication that the proposed approaches could be used in differ-

nt safety-critical domains. Such studies were classified as domain-

ndependent. Considering specific application domains, avionics

as the domain where more approaches for safety requirements

nd hazard analysis were validated (17.88%). Avionics is a domain
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Fig. 11. Industrial relevance comparison between domain independent studies and avionics domain. 
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trongly ruled by regional and international regulators with well-

stablished safety standards around the world, such as DO-178B

45a ,72,145,194], ARP4754A [46a ,137] and ARP4761 [15] 

Fig. 11 shows the results after applying the model for evaluat-

ng industrial relevance in the selected studies. 51.85% of the stud-

es in the avionics domain achieved a high degree of evaluation,

ith a relevance score ≥3 (ranging from 0 to 4), while only 20.93%

f the domain-independent studies received such a score. A pos-

ible explanation for the dominance of domain-independent stud-

es in relation to the dependent ones is the difficulty to conduct

ase studies involving real projects from industry (i.e., in a specific

omain), as indicated by the low relevance score for independent-

omain presented in Fig. 11 . Another possible explanation could

e that researchers focus on generalizability – thus not wanting to

reate domain specific “solutions”. However, according to our re-

ults, we can observe that studies conducted in close collaboration

ith industry, e.g., in the avionics domain, can reach a higher score

f relevance – so the question is if research will be more useful if

omain adapted. 

The high risks involved to users in the avionics segment pushed

he area to find the best practices to improve their safety-critical

ystems [105,109,170,174,175]. This factor seems to suggest why the

tudies in the avionics domain were developed more closely with

ndustry than the domain-independent studies. Several studies in
his SLR reported a partnership between the avionics industry and

cademia [45a ,72,100,105,161,162,175]. 

Miller et al. [161] reported a case study conducted by the Ad-

anced Technology Centre of Rockwell Collins, the Critical Sys-

ems Research Group at the University of Minnesota, and the NASA

angley Research Centre to determine how well a formal analysis

ould fit in an industrial example. Abdul-baki et al. [45a] reported

n specification-based testing, analysis tools, and associated pro-

esses that were used to independently validate, verify, and pro-

ide for certifying, safety-critical software developed for the Traf-

c Alert and Collision Avoidance System. The reported case study

as developed at the Rannoch Corporation and the practitioners

dopted formal methods during the system specification. Modugno

t al. [162] explored the feasibility of such a comprehensive safety

nalysis on the specification of a guidance system for high-speed

ivil transportation being developed at NASA Ames. The goal of the

eported case study was to determine the feasibility of performing

uch an analyses and to evaluate the techniques and their contri-

ution to the safety analysis processes. In these three studies, the

uthors discuss the need for better requirements engineering in

he avionics industry. The common focus was to test approaches

o improve software requirements specification and validation. 

Hatcliff et al. [15] argue that, as in mainstream IT, one of the

iggest challenges in safety-critical systems engineering is to estab-
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lish a complete, correct, unambiguous, and understandable require-

ments specification. Our findings confirm such assertions, since

most of studies have reported approaches to improve safety re-

quirements specifications. Despite this stringent way of specifying

requirements, it seems to run counter to the current agile and lean

software development approaches, and it is important to remem-

ber that the trade-off between agility, cost reduction and safety is

a complex problem in SCS development, with ethical implications

[16 ,121]. The main factors that explain why a more stringent re-

quirements specification approach is necessary in the SCS domain

are the following: requirements of regulatory agency recommend-

ing accurate requirements specifications [15 ,174,181]; understand-

ing in the SCS community that deficiency in requirements is the

biggest source of unanticipated cost and delivery delay [8,15,26] ;

the need for certifiably safe systems before deployment, and tak-

ing into account that SCS can trigger accidents with high severity

level [29] . 

Additionally, another interesting finding related to how the in-

vestigated studies have validated the proposed approaches, in or-

der to improve the safety requirements, was the use of safety

standards to support such approaches. In 51.66% of the studies

we found that the authors had based the proposed approaches

on recommendations from safety standards, or at least recognized

the importance of such recommendations for their proposals. The

most cited safety standards were IEC 61,508 (reported in 28 stud-

ies), which is a generic safety standard for electrical/electronic

programmable safety-related system [22 ,127,176]; DO-178B (in 20

studies), which provides safety guidance for the avionics domain;

EN 5012x (in 11 studies), which is a set of safety standards for the

railway domain; and MIL-STD 882x (in 9 studies), which is a set of

military standards for the defence domain published by DoD-USA.

Considering that any commercial safety-critical system controlled

by software must be submitted to a safety certification process,

which is based on one or more safety standards, the amount of

studies that are “safety standard-oriented” may suggest a promis-

ing tendency in academia towards proposing approaches in com-

pliance with safety standards. 

The research community in SCS recognizes the importance of

safety standards and strive to develop new approaches taking into

account such standards. However, only few works have reported

case studies involving actors covering the whole SCS lifecycle, i.e.,

from the requirements definition up to the safety certification pro-

cess. This issue is further discussed in Section 4.4.2 . 

4.3. Evidence of usefulness and usability measurements for safety 

requirements approaches (RQ1.2) 

4.3.1. Results 

The purpose of this research question was to evaluate to what

extent usability and usefulness have been explored for the ap-

proaches found in the selected studies. In order to achieve this

evaluation we proposed some criteria to classify how and why us-

ability and usefulness were measured in the studies. The criteria

were based on the evidence presented in the studies according

to three levels of evidence: weak, medium and strong (defined in

Section 3.4.6 ). 

Fig. 12 shows that the studies have presented reasonable evi-

dence of how and why the usefulness of the proposed approaches

were measured. We found that 25% of the studies revealed strong

evidence on how the usefulness of the approaches was measured,

and 61.03% showed medium evidence. Regarding the why useful-

ness was measured, we found that 53.68% of the studies boasted

strong evidence, and 36.03% showed medium evidence. 

On the other hand, the studies had poor evidence of how and

why the usability of the proposed approaches was measured. In

94.85% of the studies we found weak evidence related to how the
sability was measured, and in 95.59% of the studies the evidence

f why the usability was measured was classified as weak. 

.3.2. Analysis and discussion 

The results presented in Fig. 12 show that the selected studies

ring much more evidence about the usefulness than the usability

hen it is considered how and why they were measured. In rela-

ion to the aspect of usefulness, we found that the studies bring

etter evidence of “why” than “how” the studies were measured.

his finding shows that the selected studies generally emphasize

he problems of a poor safety requirements specification and their

onsequences rather than possible solutions to solve those prob-

ems. It seems to be clear to the authors why they proposed the

pproaches to improve safety requirements, however the validation

f the usefulness of such approaches still demand more evidence. 

When we move to the evidence about the usability of the pro-

osed approaches, the results are disturbing. 3.68% of the studies

evealed medium evidence of how the usability was measured, and

nly 1.47% had strong evidence. This is even more disturbing when

e analyse the studies that proposed tools to support techniques,

odels and methods. From the 29 studies that proposed tools to

mprove the processes of safety analysis and/or requirements spec-

fication and validation, only 2.2% of them had medium or strong

vidence of how the usability of the tools was measured. Two

tudies had medium evidence and only one study boasted strong

vidence. The lack of evidence supporting the benefits of the new

pproaches in software engineering has already been highlighted

y Kitchenham et al. [40,41] . Our results seem to indicate that the

ame problem happens in the SCS domain. The lack of evidence

bout the usability of the new approaches, added to the relatively

ow participation of the practitioners in the validation process of

uch approaches (as discussed in Section 4.2.2 ), seems to indicate

hat the technology transfer from academic research to industrial

etting in the SCS domain have faced difficulties. Additionally, the

ractitioners’ resistance to change from traditional approaches to

ew ones, as discussed in Section 4.2.1 , also might have its roots

n the lack of evidence on the new approaches benefits. 

Daramola et al. [55] reported the use of a framework for reuse-

riented HAZOP supported by KROSA (Knowledge Reuse-Oriented

afety Analysis). To validate the usefulness and usability of the tool

 one-day workshop on how to use the tool was conducted involv-

ng all the participants in the case study, after which they had one

eek to try and interact with the tool. The participants also had

 detailed user-manual as a further guide for using the tool. The

afety engineers that participated in this study were unanimous in

onfirming that the tool would provide valuable support for the

onduct of HAZOP, with the potential of alleviating the complexity

f the HAZOP process by enabling the reuse of experience. Mavin

t al. [90] reported the use of a tool called ART-SCENE, which is

 scenario technique for discovering and documenting stakeholder

equirements. It was proposed that ART-SCENE could be used to

erive safety requirements from an engine control system scenario.

 trial was carried out to assess the effectiveness of ART-SCENE

gainst a standard safety method (HAZOP) for deriving require-

ents. The tool was used by systems engineer and safety engineer

uring a trial. 

Panesar-Walawege et al. [187] described a tool-supported solu-

ion based on Model-Driven Engineering (MDE) to support the ver-

fication of compliance to safety standards. An empirical validation

as performed based on an industrial case study that showed how

he concepts of a sub-sea production control system can be aligned

ith the evidence requirements of the IEC 61,508 standard. A sub-

equent survey examined the perceptions of practitioners about

he solution. 

Unfortunately, such validation approaches to measure the use-

ulness and usability of the proposed approaches, as presented in
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Fig. 12. Overview of how/why the usefulness and usability of the approaches were measured in the selected studies. 
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hese three mentioned studies, do not appear to be the common

ractice adopted by researchers in the selected studies. However,

hese validation approaches are good examples of how to vali-

ate new approaches and they show that the effective participa-

ion of practitioners is essential to get insightful ideas to rethink

nd refine the proposed approaches in order to fit the practition-

rs’ needs. 

The survey conducted by Panesar-Walawege et al. [187] aimed

o investigate the likelihood of an approach proposed by them be-

ng adopted by practitioners in industry. Complexity was among

he factors that they considered important for the adoption of

echnology, and it was defined as “the degree to which a technol-

gy is perceived to be difficult to understand or use” [42] . The re-

ults from this survey indicated that the practitioners found their

pproach easy to understand and use, and that they would be

illing to adopt it in real situations. Such result indicate the im-

ortance attributed by practitioners to the issue of usability. Our

esults in this SLR, as well as the survey conducted by Panesar-

alawege et al., seem to indicate that practitioners are willing to

dopt new approaches since such approaches show evidences that

hey bring value to practitioners and also that they are easy to use.

.4. Communication and understanding among development project 

ctors supported by safety requirements approaches (RQ2) 

.4.1. Results 

The purpose of this research question was to investigate to

hat extent the approaches enable safety requirements communi-

ation and understanding among development project/team actors.

n order to answer this question, we distributed the approaches

ound in the selected studies among the actors in which the ap-

roaches were designed to be used for. 

Fig. 13 shows the distribution of the use of process-independent 

pproaches among the project actors found in the selected studies.

he majority of the approaches were designed to be used by safety

ngineers and requirements engineers. From the 151 selected stud-

es, 114 studies reported approaches targeted at supporting safety

ngineers, and 112 studies targeted requirements engineers. The

se of FTA by safety engineers was reported in 22 studies, and the

se of the same technique by the requirements engineers was re-

orted in 19 studies. The use of FMEA by safety engineers was re-
orted in 14 studies, while its use by requirements engineers was

eported in 12 studies. 

Few studies mentioned, or suggested, the use of any approaches

y other actors involved in the safety-critical system development

nd/or certification process. The proposed approaches that consid-

red some kind of support for certification auditors were discussed

n 8 studies; 16 studies reported approaches considering software

ngineers; 8 studies considered software designers; and 8, 20 and

5 studies reported approaches involving systems designers, sys-

ems engineers and testers, respectively. 

Another group of approaches, which we call the process-

ependent approaches, also were found in the SLR. From the 151

elected studies, 16 studies (10.6%) reported processes, methodolo-

ies or process models with large coverage throughout the SCS

ifecycle. Almost all of these approaches were reported in isolated

tudies, i.e., each one was discussed in a different study. The only

xception was the Systems-Theoretic Accident Model and Process

STAMP), proposed by Leveson [29] , which is discussed in 3 stud-

es [111,143,153]. 

.4.2. Analysis and discussion 

Almost all studies that reported process-independent ap-

roaches to support safety engineers and requirements engineers

ook into account both type of actors, i.e., the proposed approaches

ould help both of them in different but complementary activi-

ies, such as safety analysis and safety requirements specification.

gain, this finding seems to suggest a tendency of integration be-

ween safety engineering and requirements engineering; the ap-

roximation between these disciplines was already detected in the

ndings discussed in Section 4.2.2 . 

On the other hand, few approaches have been reported involv-

ng the other actors in the safety-critical systems development

nd certification process. For instance, the certification auditors

lay an important role in the certification process. However, from

he selected studies we only found three process-independent ap-

roaches being discussed in a context where certification auditors

ere included. Hawkins et al. [181] presented the concepts of as-

urance cases and prescriptive software assurance. They describe

ow an assurance case could be generated for the software of an

ircraft wheel braking system. In the case study reported by the

uthors, GSN was used as an approach to represent the software
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Fig. 13. Distribution of the use of process-independent approaches among the project/team actors found in the selected studies. 
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assurance arguments, which would be assessed by certification au-

ditors in a future process. 

Dodd and Habli [174] reviewed existing practices in software

safety certification. The authors explored how software safety au-

dits are performed in the civil aerospace domain [37] . They pro-

posed a statistical method based on GQM for supporting soft-

ware safety audits. As stated by the authors, the results from the

case study revealed that “the proposed method can help the cer-

tification authorities and the software and safety engineers gain

confidence in the certification readiness of airborne software and

predict the likely outcome of the audits.” We are not evaluating

whether such a claim is true, but instead highlighting an approach

that was focused on the certification process during the carrying

out of the study. Only a few studies (5.3%) in the SLR reported ap-

proaches to improve the interaction with auditors during the safety

certification process. 

Despite the fact that some studies reported approaches in

which system engineers, software engineers, software designers

and testers are supported, none of them investigated how well

the proposed approaches could communicate safety requirements

among these actors. FTA and HAZOP were the most reported ap-

proaches in the studies aimed at supporting a variety of different

actors in the safety-critical system engineering process (see Fig.

12 ). Nevertheless, the focus of such studies was strongly directed

at how well the approaches could support the activities performed

by safety engineers and requirements engineers, while nothing was

said about the communication with the other actors in the SCS de-

velopment. This finding is in accordance with what was pointed

out by Fricker et al. in [36,43] , where the authors claimed that

the requirements engineering focused on requirements specifica-

tion practices but still needed to find better solutions for effective

requirements communication. 

In Section 4.2.2 we pointed out that the SCS research commu-

nity has increasingly proposed approaches taking into account the

dominant safety standards, which is a positive finding. However,

the most of these approaches focuses on the activities performed

by safety engineers and requirements engineers, paying little at-

tention to the other actors that participate in the SCS lifecycle,
such as testers and certification auditors. This makes it difficult to c  
ssess to what extent the proposed approaches may improve the

equirements communication among the actors in the whole life-

ycle. Two factors may explain such a preference. One is the cen-

ral role assigned to safety engineers and requirements engineers

uring the requirements communication process. Two, the diffi-

ulty to carry out case studies involving the whole chain of actors

n the SCS lifecycle. However, we believe that such a preference

n relation to the new approaches for requirements communica-

ion is too restrictive, taking into account that the goal of the re-

uirements is to communicate and enable a shared understanding

mong all stakeholders [36,43,44] , not only between requirements

ngineers and safety engineers. 

Communication efficiency is an essential aspect to success-

ully develop SCS. However, very few selected studies in this

LR addressed communication efficiency while taking into account

he whole system engineering lifecycle [168,190]. Bjanarson et al.

44] have identified four main factors that affect requirements

ommunication, namely scale, temporal aspects, common view,

nd decision structures. According to the results from the empirical

tudy conducted in [44] , the first factor (scale) is related to the size

f the organizations and the complexity of the products. In the SCS

omain, the products are usually complex and developed by large

rganizations [50,52], then the scale factor is commonly present

nd affects the requirements communication in SCS development.

nother relevant communication factor identified by Bjanarson et

l. is the temporal aspect, which is related to the requirements

ommunication discontinuity throughout the project’s lifecycle, re-

ulting in communication gaps between the requirements and the

evelopment teams. In the SCS domain, such a discontinuity issue

an be even more problematic because there are two additional

eams to be considered, i.e., the safety engineering and the certi-

cation process teams [19,25 ,194]. Despite the fact that these fac-

ors (scale and temporal aspect) clearly influence communication

n SCS development, we did not find studies reporting approaches

o address them. 

Leveson [29] discussed the essential role of the communica-

ion process throughout the SCS lifecycle, as well as the chal-

enges to integrate safety as part of any system engineering pro-

ess. Leveson presented the concept of intent specification, which
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r  
s based on systems theory and system engineering principles,

s a tool to help practitioners integrate safety into system engi-

eering, as well as to improve the communication process among

he project teams. Among the selected studies in this SLR we

ound two studies that reported the use of intent specification. Yin

t al. [111] presented a method for safety requirements genera-

ion based on System-Theoretic Process Analysis (STPA) [29] com-

ined with intent specification. They applied the method to gen-

rate safety requirements in an Automatic Train Protection system.

eveson et al. [135] discussed requirements for effective software

euse in embedded systems. They reported the use of the Spec-

RM specification/modelling tool, which is based on intent speci-

cations, in a case study to investigate reuse at the software be-

avioural requirements level on a real spacecraft. However, both

tudies did not report on the influence or impact of intent spec-

fication for communicating requirements throughout the project

ifecycle. 

Regarding the type of artefacts produced by the approaches

eported in the selected studies, we found the following cate-

ories: tables and natural language specification were reported in

8 studies (31.79%); diagrams and graphics notation were reported

n 59 studies (39.07%); and formal specifications were reported in

7 studies (11.26%). The three most reported artefacts were Fault

ree diagram, FMEA/FMECA table and List of Hazards. The Fault

ree diagram was the most reported artefact among the studies

in 21.32%), the FMEA/FMECA table was reported in 16.91% of the

tudies, and list of hazards was reported in 9.59% of the studies.

his result shows the prevalence of informal and semi-formal ap-

roaches over formal ones in order to document and communicate

equirements, design decisions and relevant information among

he project teams and actors in the development and certification

f safety-critical systems. 

In terms of process-dependent approaches, we found three

tudies based on STAMP to improve the safety issues during SCS

evelopment. STAMP was the only approach reported in more

han one study in this SLR. As mentioned above, Yin et al. [111]

resented a method to safety requirement generation based on

TPA, which is a hazard analysis process based on STAMP, but

he authors did not present evidence that their method might im-

rove the communication process among the actors throughout

he SCS development lifecycle. Qureshi [143] pointed to the need

o move on from the traditional event-based accident modelling

pproaches, such as FTA and FMEA, to new system-theoretic ap-

roaches of modelling and analysis of accidents in safety-critical

ystems. Among other approaches discussed in his work, Qureshi

ighlighted STAMP as a promising alternative for such a change.

owever, the study did not discuss the use of STAMP to improve

he communication chain among the SCS project teams. Weber-

ahnke et al. [153] presented an adaptation of STAMP for safety en-

ineering of an Electronic Medical Records (EMR) system. Despite

he fact that the authors applied the proposed approach in a real

ase study, they did not discuss the influence of STAMP upon the

ommunication among the involved actors. 

Considering the potential benefits of using STAMP for the com-

unication process among the SCS project teams and actors, as

iscussed by Leveson [29] , it is a surprise that we found no study

eporting research to improve aspects of communication based on

TAMP. 

. Conclusion 

In this paper we presented a systematic literature review that

nvestigates studies reporting approaches proposed to elicit, spec-

fy, model and validate safety requirements for safety-critical sys-

ems. The most relevant findings from this review and their impli-

ations for further research are as follows. 
Integration between requirements engineering and safety 

ngineering areas. A considerable part of the studies in the

LR reported approaches to support requirements specification

39.07%) and safety analysis (43.70%), however the same ap-

roaches were not necessarily proposed to support both processes

ogether. A common subject discussed in these studies is the cap-

uring and definition of safety requirements, both during the safety

nalysis and the requirements engineering processes. Despite the

igh number of studies aimed at this common subject, only 7.28%

f them clearly proposed approaches to support both the require-

ents specification and safety analysis in a cooperative way. This

nding seems to indicate a trend of approximation between re-

uirements engineering and safety analysis areas. However, fur-

her research is necessary to investigate to what extent the inte-

ration between these disciplines is accomplished by the proposed

pproaches. 

Dominance of the traditional approaches. Traditional ap-

roaches such as FTA , FMEA , HAZOP, FMECA and PHA , which cur-

ently are domain-independent, seem to be dominant in the safety

ngineering area and they are being increasingly adopted in the

equirements engineering process to help during elicitation, spec-

fication and validation of safety requirements. FTA and FMEA

ere originally created for the military and defence domain in the

960s, since 1970s they became popular and spread out to other

omains such as avionics and automotive. HAZOP was originally

reated for chemical industry domain in the 1960s, however, it has

een used in several other domains. In this SLR we found the use

f HAZOP in domains such as railway, medical devices, robotics

nd avionics. Formal methods still remains relatively little used

y practitioners, despite significant effort from the academic com-

unity to introduce them into an industrial setting. Among the

ormal approaches, it is worth mentioning RSML/RSML −e among

he selected studies. This is the most reported approach in the

tudies (7), and its solid readability and the available tools for

odel checking [114] and theorem proving, appear to be its

trength. In relation to the approaches to support safety case de-

cription, GSN seems to be consolidating. These two approaches

eem to be gaining more acceptance among practitioners, however

hey are still far from the popularity achieved by the traditional

pproaches. 

Early mortality of new approaches. Seventy-three out of 151

tudies reported on approaches that were only mentioned once in

ne study, revealing a trend to early mortality for new approaches.

ost of these approaches (56.36%) seem to have been proposed by

esearchers without industry collaboration. Furthermore, they have

ot addressed relevant topics for the SCS community, such as in-

egration between safety analysis and requirements-specification-

ased model development to support validation and verification

 21, 49a , 54, 99, 136, 163], and certification process based on safety

ssurance [151]. These reasons may explain the premature death

f these approaches. On the other hand, some researchers have

ointed out the necessity of changing from traditional event-based

ccident modelling approaches to new ones [ 29 , 103, 123, 143].

TAMP appears to be a promising approach in the direction of

hanging paradigms. It is based on the system-theoretic view of

ausality. However, STAMP was reported only in a few studies (3)

n this SLR. 

Need for industry validation. Despite the maturity of the SCS

rea, which seems to be greater than the IT mainstream (accord-

ng to the rigor and relevance results presented in Section 4.2 ), the

esearch in safety requirements for SCS still needs more validation

ithin an industrial setting, i.e., the research community should

evelop more real cases with the participation of industry prac-

itioners. The avionics domain reached the highest score when it

ame to industry relevance, with 51.85% of the studies getting a

elevance score ≥3, which is a good score. However, 79.07% of the
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studies classified as process-independent domain, in a total of 43

studies, got a relevance score < = 2. In relation to the participants,

in more than 65% of the studies only researchers participated in

the validation of the proposed approaches. Down-scaled industrial

and toy problems were found in more than 57% of the studies that

were tested or validated. 

Lack of evidence for the usefulness and usability measure-

ments. The reviewed studies revealed poor evidence with regard

to how and why the usefulness and usability of the approaches

were measured. The studies provide more evidence of why ap-

proaches were measured instead of how. They show much more

evidence related to usefulness measurements than usability. The

evidence related to the usability of the proposed approaches was

quite poor, with 95% of studies not providing any evidence or in-

dications related to how and why the usability was measured. The

low level of participation among practitioners in the conducting

of case studies and experiments to validate new approaches (dis-

cussed in Section 4.2.2 ) is linked to the lack of evidence of the

usefulness and usability of the approaches. Despite the maturity

of this area, our results seem to indicate that the SCS domain

faces the same difficulties as other software engineering domains

related to technology transfer from an academic to an industrial

setting. 

Communication process throughout the lifecycle. The major-

ity of the reviewed studies (61%) reported approaches to support

the requirements engineers and safety engineers during the elici-

tation, analysis and specification of the system hazards and safety

requirements. However, these studies neither really focus on the

communication issues between these actors nor how it could be

improved by the proposed approaches. Thirteen out of 151 studies

mentioned that the proposed approach supported in some way the

development and certification teams throughout the SCS lifecycle,

but even these studies provide little if any evidence about the im-

pact of the proposed approaches over the communication process

among the SCS project team actors. We found only three studies

[83, 154, 166] that proposed approaches that explicitly addressed

the improvement of the communication process among the ac-

tors in the SCS lifecycle. The lack of studies that investigate how

to improve the communication issues in the SCS domain was a

surprising finding, particularly considering the impact of such is-

sues in the certification process, which is mandatory in the SCS

industry. 

Advice to SCS practitioners. Several new approaches have been

proposed by the research community to help SCS practitioners in

handling safety requirements. However, as we mentioned earlier,

practitioners still seem to prefer traditional approaches. Practition-

ers should be open to try new approaches in order to improve

the way they treat safety requirements, as well as providing a real

evaluation of such approaches. Several innovative approaches iden-

tified in this SLR, such as STAMP, SafeML, SafeUML, GQM, GSN,

RSML, among others, need more validation. These innovative ap-

proaches have the potential to help SCS practitioners in many im-

portant issues, such as in the integration between safety and re-

quirements engineer teams, in improving the requirements com-

munication throughout SCS lifecycle, as well as in the certifica-

tion process. We recommend to the practitioners join forces with

researchers to perform an extensive validation of such innovative

approaches in large scale industrial settings. Additionally, we ad-

vise the project managers and the certification staffs to try some

of the new approaches we have reported in this SLR. For exam-

ple, STAMP has a large scope and can be instantiated to cover the

whole SCS lifecycle, which has the potential to improve the re-

quirements communication among the teams at the different levels

of the organization. Besides, based on this new approach, a thor-

ough safety program can be implanted in the companies interested

in improving the safety of their products. 
Education and Training. Even if this SLR is not directly re-

ated to training and education, it is possible to infer some points

iven the results. As discussed earlier, we found that practition-

rs prefer to use the traditional approaches, which may indicate

hat these traditional approaches are still being taught to the soft-

are engineering students (future practitioners), rather than new

pproaches. In order to get a seamless transition from the tradi-

ional to the new paradigms, it would be useful if both the tra-

itional and the new approaches were taught for requirements

ngineering students. For example, introduce to the students the

romising new approaches, such as STAMP, GSN and RSML, and

ompare them with the traditional ones. Requirements Engineer-

ng can assume different nuances based on what audience the

eacher has. For computer science students who would become

oftware developers, which are requirement consumers, Require-

ents Engineering teaching should focus on the importance of

raceability among requirements, design artefacts and code, as

ell as its impact to software inspection and testing and con-

equently to the improvement of the software safety. For in-

ormation technology students who usually become consultants

n companies, e.g. business analysts and requirements specialists,

hich are requirement suppliers, Requirements Engineering teach-

ng should emphasize the adoption of approaches to improve the

tructure of the requirements documentation and the requirements

eadability. 

It should be observed that as the results indicate the level of

ctual validation and evidence of usefulness and usability, there

s nothing to show that the older frameworks are better than the

ew ones. 

Research agenda . Motivated by the results of this SLR we pro-

ose a research agenda for the SCS community, where a num-

er of questions need to be considered, some examples are listed

elow: 

(i) To what extent does the combination of traditional and

new approaches improve the requirements communication

throughout the SCS lifecycle? 

(ii) What are the real difficulties and barriers related to industry

practitioners changing from traditional event-based accident

modelling approaches, to new ones, such as those based on

the system-theoretic view of causality? 

(iii) What are the common problems and conflicts between

safety and security requirements approaches - in order to

propose a common groundwork for developing new inte-

grated approaches? 

(iv) To what extent are the current safety standards supporting

practitioners to improve the safety requirements in multi-

domain systems? 

(v) To what extent may the lean and agile requirements engi-

neering approaches improve the integration among safety,

requirements, test and certification teams? 

(vi) To what extent can model-driven approaches help during

requirements communication process throughout SCS lifecy-

cle? 

The results of this systematic review should provide insights

nd encourage further research into the design of studies to im-

rove the requirements engineering for SCS, particularly in con-

ection with the communication of the safety requirements among

he project team actors, and the adoption of other models for haz-

rd and accident models beyond the traditional event-based ap-

roaches. Additionally, we hope our results encourage researchers

o incorporate a more empirical and industry-oriented base for the

nvention and creation of approaches, but especially in the evalua-

ion of approaches. 
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