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a b s t r a c t
Context: Safety-Critical Systems (SCS) are becoming increasingly present in our society. A considerable
amount of research effort has been invested into improving the SCS requirements engineering process as
it is critical to the successful development of SCS and, in particular, the engineering of safety aspects.
Objective: This article aims to investigate which approaches have been proposed to elicit, model, specify
and validate safety requirements in the context of SCS, as well as to what extent such approaches have
been validated in industrial settings. The paper will also investigate how the usability and usefulness of
the reported approaches have been explored, and to what extent they enable requirements communication among the development project/team actors in the development of SCS.
Method: We conducted a systematic literature review by selecting 151 papers published between 1983
and 2014. The research methodology to conduct the SLR was based on the guidelines proposed by
Kitchenham and Biolchini.
Results: The results of this systematic review should encourage further research into the design of studies
to improve the requirements engineering for SCS, particularly to enable the communication of the safety
requirements among the project team actors, and the adoption of other models for hazard and accident
models. The presented results point to the need for more industry-oriented studies, particularly with
more participation of practitioners in the validation of new approaches.
Conclusion: The most relevant ﬁndings from this review and their implications for further research are as
follows: integration between requirements engineering and safety engineering areas; dominance of the
traditional approaches; early mortality of new approaches; need for industry validation; lack of evidence
for the usefulness and usability of most approaches; and the lack of studies that investigate how to improve the communication process throughout the lifecycle. Based on the ﬁndings, we suggest a research
agenda to the community of researchers and advices to SCS practitioners.
© 2016 Elsevier B.V. All rights reserved.

1. Introduction
Computing systems are becoming ubiquitous and a basic part
of human life. They help us in so many activities that it is diﬃcult to imagine modern society without their support. Nevertheless, this ubiquitous presence carries a high level of dependency,
which inevitably demands the need for systems that are increasingly available, reliable, safe, and secure [18,119] (for SLR references
please see Appendix A). In many situations we rely on computing
systems to help us control highly critical activities [81,115], such
as in medical procedures [59,79,85,104,117,130,179], human transportation [48a,53,87,88,96,110,164], aerospace and defence systems
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[23,71,128,131,132,183], and high energy handling [142,173,182,189].
Failures during the control of these systems might cause serious
damage to the environment, property and people [8,17,29], impacting companies, the marketplace, as well as the quality of life of
people and society in general.
Systems with these characteristics are generally called safetycritical systems (SCS) [113,124,148]. Over the last 40 years, a
considerable amount of research effort has been invested into
improving the engineering of SCS. One of the most signiﬁcant
challenges for companies that develop SCS is to create and establish a complete, correct, unambiguous, testable, and yet understandable requirements speciﬁcation and/or understanding shared
among stakeholders [15,64,65,92,106,126]. This is crucial for the
IT mainstream [20], but it is even more important for companies developing SCS, when considering product/system safety certiﬁcation process compliance [100,180]. Compliance and ultimate
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certiﬁcation and associated processes are required for companies
developing SCS [91,98].
The literature on SCS has reported on many cases where systems have failed due to a lack in requirements speciﬁcations, or
misunderstandings traced to problems in requirements engineering, contributing to accidents that cause damage to the environment, injury to people and even the loss of lives [8,13,177]. Of
course, when accidents happen, they have a strong negative impact
for the companies responsible for the associated SCS. As discussed
by Leveson in [16], the causes of accidents involving complex technological systems usually are multifactorial. The hierarchical model
of accidents causes proposed by Lewycky [39] points out that it is
the constraints, or lack of them, on technical and physical conditions, social and human interactions [60,82,93,125,146], the management system and organizational culture, as well as governmental or socioeconomic policies [16,24] that are the root causes of
accidents. Such factors are closely related and have inﬂuenced the
way of approaching the safety requirements of SCS [61,74].
With the increasing complexity of SCS [12,191], the rules and
standards for safety certiﬁcation and associated processes deﬁned
by governments and international agencies are becoming more difﬁcult and expansive [25]. The requirements speciﬁcations, and related processes for requirements engineering, play a very important role during the safety certiﬁcation process [26,157,159,160],
both in relation to process-based compliance and safety-assurance
standards [15,19,145,150,174]. In addition, with the system functionalities increasingly moving from hardware to software [70], the
safety certiﬁcation process becomes even more complex.
Considering the importance of the requirements engineering
process for improving the safety of SCS [78,165,171,178,185], we
conducted a systematic literature review (SLR) to investigate what
approaches have been proposed to elicit, model, specify or validate
safety requirements in the context of SCS, as well as to what extent
such approaches have been validated in industrial settings. Furthermore, we investigate the relationship between safety analysis and
requirements engineering practices in order to analyse how integrated these areas are and what communication issues emerged
from them. In this paper we analyse and discuss the SLR results
considering four perspectives: (i) the requirements engineering approaches to treat safety requirements; (ii) how the safety requirements approaches have been validated by their proponents; (iii)
how the usefulness and usability of the approaches have been
measured by their proponents; and (iv) to what extent the safety
requirements approaches support communication among the actors throughout the SCS lifecycle. To the best of our knowledge,
this is the ﬁrst SLR on the topic of requirements engineering for
SCS.
This paper is organized as follows. Section 2 presents background and related work. The research methodology adopted to
conduct the SLR is presented in Section 3. The results and the analysis related to our research questions are presented in Section 4.
Our conclusions are presented in Section 5.
2. Background and related work
2.1. Deﬁnitions
In order to set the scope and make clear the adopted terms
used in the SLR, and to ensure consistency throughout this paper,
we present the following deﬁnitions, organized in alphabetical order:
Accident. An undesirable (negative) event involving damage, loss,
suffering or death [7,120].
Approach. In the context of this SLR, we are interested in the following types of approaches: technique, model, framework, method,

process, methodology or tool to elicit, model, specify or validate
safety requirements for safety-critical systems.
Functional safety requirement. The requirement to prevent or
mitigate the effects of failures identiﬁed in safety analysis [6].
Hazard. A system state that might, under certain environmental
conditions, lead to a mishap. Hence, a hazard is a potentially dangerous situation that may lead to an accident [1,7].
Safety. Firesmith deﬁnes safety as “the degree to which accidental
harm is properly addressed (e.g. prevented, identiﬁed, reacted to,
and adapted to)” [2]. According to Leveson “safety must be deﬁned
in terms of hazards or states of the system that when combined
with certain environmental conditions could lead to a mishap.”
[7,133].
Safety requirement. A requirement that describes the constraints
or actions to support and improve a system’s safety. Firesmith
deﬁnes the safety requirement as “any quality requirement that
speciﬁes a minimum, mandatory amount of safety in terms of a
system-speciﬁc quality criterion and a minimum level of an associated metric.” [2].
Safety-critical. According to Medikonda and Panchumarthy “those
software or system operations that, if not performed, performed
out of sequence, or performed incorrectly could result in improper
control functions, or lack of control functions required for proper
system operation, that could directly or indirectly cause or allow a
hazardous condition to exist” [1].
Usability. How easy an approach is to be used by practitioners.
Usefulness. The fact of being useful and bringing value for practitioners.
Validated approach. It is one that was tested, piloted or performed
in some way into the industry setting.
2.2. Related work
Nair et al. [62] conducted a SLR on evidence for safety. The
study considered 171 peer-reviewed publications with the intention of answering four questions: “What constitutes the evidence
for safety?”, “What techniques are used for structuring safety evidence?”, “What techniques are used for assessing safety evidence?”
and “What challenges and needs have been the target of the investigation in relation to safety evidence?” The authors argue that
they intentionally conducted a SLR with a broad scope, not restricting themselves to a particular standard or domain. The stated reason for such a decision is that the breadth of scope enabled them
to provide a more general and thorough analysis of the state of the
art on evidence for safety. Additionally, they classiﬁed the various
notions of evidence gleaned from the literature into a hierarchical
taxonomy, which includes 49 evidence types.
Mellado et al. [3] conducted a systematic review of the literature concerning security requirements engineering in order to
summarize evidence regarding security requirements approaches
and to provide a framework to appropriately support new research
activities. The research question that they tried to answer was
“Which approaches have been carried out to develop secure Information Systems by means of Security Requirements Engineering?”
They found 22 studies that completely ﬁt their previously deﬁned
inclusion criteria.
Rodríguez-Dapena [19] discusses software safety certiﬁcation as
a multi-domain challenge. This work highlights the problem of
new systems that are built from subsystems, which come from
different application domains, because there is no certiﬁcation
scheme for inter-domain systems yet. The author comments on the
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inﬂuence of the issues related to safety requirements into multidomain safety certiﬁcation, and suggests that more work is required to ensure that certiﬁcation is based on a complete and consistent set of requirements.
Iankoulova et al. [4] conducted a systematic review on cloud
computing security requirements with the intention of providing
a comprehensive and structured overview of cloud computing security requirements and solutions. Yahya et al. [5] carried out a
review of tool supports for security requirement engineering. Both
studies focused on security requirements, which are requirements
that describe how to protect assets and system services against
malicious actions and security threats [133]. Although safety and
security are closely related, they have been developed as different
research topics, according to Leveson [133] “one related to threats
to life and property and the other with threats to privacy or national security.”
In 20 0 0 Lutz published a report [13] on the current state of
software engineering with regard to safety and proposed directions
for necessary work. The report provides an overview of the state in
the following areas of software engineering for safety: hazard analysis; safety requirements speciﬁcation and analysis; designing for
safety; testing; certiﬁcation and standards. The report points out
six directions of necessary work, which are the following: integration of informal and formal methods; constraints on safe product
families and safe reuse; testing and evaluation; runtime monitoring; education; and collaboration with related ﬁelds such as security and survivability, software architecture, theoretical computer
science and human factors engineering.
In 2007 Heimdahl published a report [8] addressing issues that
pose challenges for the future in terms of safety and software intensive systems. The issues discussed in the report are: misunderstandings about safety concepts and poor usage of known system
safety techniques; a failure to demonstrate whether safety requirements speciﬁcations have been met; problems when introducing
modelling and automated tools to increase productivity in safetycritical systems development [129]; and the increase of safetycritical systems relying on data.
In 2014 Hatcliff et al. published a report [15] considering the
future of software engineering, challenges and research directions
related to the development and certiﬁcation of safety-critical software dependent systems. In this report the authors identiﬁed
seven primary challenges: the need to establish foundational principles for software safety assurance; the nature of criteria in safety
certiﬁcation; the issues related to safety requirements speciﬁcations; the need to develop engineering and assurance approaches
to support compositional certiﬁcation and reuse of certiﬁed components; the use of tools in the certiﬁcation process; the increasing automation in hazard analysis [73,184]; and the need of building competence to engineer software for safety critical systems.
The reports produced by Lutz [13], Heimdahl [8], and Hatcliff
et al. [15] are complementary and offer a good view about the issues in safety-critical systems and how the area has evolved over
the last two decades.
Although the above works cover several aspects related to
safety and security for safety-critical systems, none of these works
perform an extensive identiﬁcation and mapping of elicitation,
modelling, speciﬁcation and validation of safety requirements approaches for safety-critical systems.
3. Research methodology
In this section we present the design and the execution of the
SLR. The research methodology to conduct the SLR was based on
the guidelines proposed by Kitchenham [9] and Biolchini et al. [10].
The need for this SLR (Step 1, Fig. 1) was presented in the Introduction of this paper. Fig. 1 shows the research process we have
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Table 1
Research questions for the systematic review.
ID

Research question

Aim

RQ1

What approaches have been
proposed to elicit, model,
specify or validate safety
requirements in the context
of safety-critical systems?
Which of the approaches from
RQ1 have been validated, and
to what extent?
To what extent has usability
and usefulness been explored
for the approaches?
To what extent do the
approaches enable
(requirements)
communication and
understanding among
development project/team
actors?

To identify and classify which
approaches to elicit, model or
specify safety requirements
for safety-critical systems
have been proposed.
To identify which approaches
the practitioners have used
in the industry setting.
To verify how effective the
approaches have been.

RQ1.1

RQ1.2

RQ2

To verify how the
communication level has
been supported by the
approaches.
To verify how effective the
approaches have been in
terms of the proposed
artefacts and the actors’
coverage.

adopted and its steps are described in the next sections. In order to determine if similar work had already been conducted we
searched the Compendex, Inspec, and Google Scholar digital libraries
(performed on 26 September 2014). The following string was used
to search within titles, abstracts and keywords:
(Safety AND/OR Critical) AND Requirement∗ AND (Review OR
Taxonomy OR SLR OR Research overview)
None of the retrieved studies were directly related to the objectives expressed in the research questions (Step 2–Deﬁning Research Questions). In Table 1 we describe the research questions
and their aims. The research questions elaborate on what should
be extracted from the selected studies and points to directions for
further discussions.
The Technology Acceptance Model (TAM) proposed by Davis
[46a] and reviewed by Legris et al. [45a] motivated us in relation
to RQ1.2. We used TAM as a theory to support in the veriﬁcation of
how effective the safety requirements approaches have been. TAM
suggests that perceived ease of use and perceived usefulness are
the two most important factors in explaining technology acceptance [45a].
Enabling communication and coordination among the stakeholders is a central purpose of Requirements Engineering [36,43].
According to Ramesh et al. [47a] to reach intensive communication
among the stakeholders is the most important factor for successful agile requirements engineering. Taking into account the importance of such aspect in requirements engineering processes, the
motivation of RQ2 is to verify how the safety requirements approaches have supported the communication among the stakeholders throughout SCS lifecycle.
3.1. Search strategy
For the identiﬁcation of papers we adopted a search strategy
presented in Fig. 2, which is based on the search strategy conducted by Unterkalmsteiner et al. [11]. The keywords deﬁned to
compose our search string were extracted from the research questions. In order to evaluate the quality of the proposed search string,
we carried out a trial search on Google Scholar (Step 5). We manually selected ten relevant publications in the area of safety-critical
systems and compared them with the results from the trial search.
The adopted search string captured nine out of ten reference publications. The search string used in the SLR is speciﬁed below:
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Fig. 1. Systematic review steps adapted from [9, 10, 11].

“Safety Requirements” AND (“Safety-Critical Systems”
“Safety-Critical Software”) AND (“Hazard” OR “Accident”)

OR

The expression (“hazard” or “accident”) was included as part
of the search string to guarantee that the selected studies would
bring discussions related to accident and hazard analysis connected
to safety requirements. We made this decision taking into account
that safety requirements are typically "derived" from hazards during the requirements elaboration. Therefore, seeing hazards alongside safety requirements leads to better scoping for the SLR.
In order to manage and organize the papers selected in the SLR
we adopted Mendeley (http://www.mendeley.com).

3.2. Review protocol

Fig. 2. Search strategy adapted from [11].

We developed a review protocol (Step 3), in which the main
elements are as follows: the selected resources chosen were ACM
digital libraries, IEEE Xplore, Springer-Verlag, and Science Direct;
the search method was based on research through web search
engines available for use in digital libraries; the population was
composed of peer-reviewed publications reporting approaches to
elicit, model, specify or validate safety requirements for safetycritical systems; the aim of the intervention was to collect empirical evidence in relation to (i) what approaches exist; (ii) how
they were validated; (iii) how the usability and usefulness of these
approaches were measured; and (iv) how these approaches support communication among actors in safety-critical systems development.
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Fig. 3. Procedure for primary studies selection (Step 6).

As studies selection criteria we determined that papers should
be scientiﬁc articles from journals, transactions, magazines, conferences and workshops. Only articles written in English would
be considered. The inclusion criteria was deﬁned as: any study
that presents, compares or discusses approaches for eliciting, modelling, specifying and validating safety requirements for safetycritical systems. Studies relating safety requirements in the context of safety analysis, hazard analysis, or safety-critical standards
must also be included. The exclusion criteria was deﬁned as: studies that do not bring any discussion about approaches for eliciting,
modelling, specifying or validating safety requirements for safetycritical systems.
As part of the protocol review evaluation (Step 4), we conducted a trial with the studies selection criteria before initiating
the selection of the primary studies. In the trial, one participant
in the SLR used the proposed selection criteria and found ten articles that should be included in the primary studies set, and ten
articles that should be excluded. These same twenty articles were
evaluated by the other participant, using the same selection criteria. This resulted in 86% agreement between the two participants
using the studies selection criteria.

Table 2
Phases and number of selected studies.
Source

Phase 1

Phase 2

Phase 3

Phase 4

ACM digital library
IEEE Xplore
Springer Link
ScienceDirect
Total

127
122
124
238
611

50
85
19
39
193

46
73
14
32
165

39
70
13
29
151

Table 3
Extracted properties.
ID

Property

Research question

P1
P2
P3
P4
P5
P6
P7
P8

Research method
Context
Safety requirements approach
Activity/process
Validation
Usefulness
Usability
Communication

Overview of the studies
Overview of the studies
RQ1
RQ1
RQ1.1
RQ1.2
RQ1.2
RQ2

3.4. Data extraction

3.3. Procedure for studies selection
Fig. 3 shows the procedure for the selection of primary studies,
which was based on the inclusion criteria presented in Section 3.2.
Additional selections were carried out when the title and abstract
of the study under analysis did not offer suﬃcient information to
decide if it met the inclusion criteria or not. In such a case, the additional selection process included the perusal of the introduction
and conclusion of the study.
We used the search string presented in Section 3.1 to capture
the primary studies from the selected resources, based on the review protocol presented in Section 3.2. We captured a total of 611
studies, which were distributed into: the ACM digital library, IEEE
Xplore, Springer Link, ScienceDirect (see Table 2 for the number of
the studies in each phase of the studies selection). We chose these
four digital libraries taking into account that they cover the main
conferences and journals related to SCS. We screened them according to the procedure for primary studies selection presented in
Fig. 3. After applying our selection criteria into the 611 studies
(phase 1), we selected 193 studies for data extraction (phase 2).

Initially 193 studies were accepted for data extraction (Step 7).
However, during the data extraction process, 28 studies were excluded (phase 3) because some of them were out of the scope of
this SLR and others were a variation of the same study, not characterizing a new contribution. Besides, 14 studies were excluded because they were categorized as a “report,” i.e. they discussed challenges and tendencies in safety-critical systems, but did not propose that any new approaches be evaluated (phase 4). Considering
these exclusions, 151 studies were ﬁnally accepted for data extraction (for SLR references please see Appendix A).
We prepared an initial form with the properties presented in
Table 3, which also shows the mapping between the properties and
the research questions. For properties P1, P2, P5, P6 and P7 a list
of expected values was deﬁned previously. For the properties P3,
P4 and P8 the values should be extracted from the studies. Each
property will be explained in subsequent subsections.

3.4.1. Research method (P1)
The studies were categorized according to the applied research
method. We partially adopted the categorization used by Un-
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terkalmsteiner et al. [11], and Ivarsson and Gorschek [14]. The categories and criteria to classify the studies were as follows:
Case study: the study empirically evaluates an approach or a theoretical concept in an industrial setting, having a clearly deﬁned
goal [11,27,32];
Industry report: the aim of the study is to report industrial experience without declaring research questions or theoretical concepts [11]. Such a category complies with the “Project monitoring”
method described in [27];
Experiment: the study carries out an experiment clearly deﬁning
its design, although not necessarily in an industrial setting;
Conceptual analysis: the aim of the study is to discuss a theoretical concept or a new approach, but without validating it, based on
a case study or an experiment;
Lessons learned: the aim of the study is to report on the lessons
learned from practitioners for an industrial setting;
Report: the study includes a discussion to point out challenges and
future tendencies based on an analysis of past and state-of-the-art
technology;
Example: the study presents a new approach and conduct a preliminary discussion about it based only on the authors assertions
or it provides some examples. Such a category complies with the
“Assertion” method described in [27];
Survey: the study collects data based on a questionnaire or interviews [28,32];
SLR: the study conducts a systematic literature review.
3.4.2. Context (P2)
The studies were categorized into industry and
cases. The industry cases included studies in which
conducted in collaboration with, or promoted within,
non-industry cases comprised studies conducted in
setting.

non-industry
research was
industry. The
an academic

3.4.3. Safety requirements approach (P3)
The categories of the approaches were extracted from the
studies. Two major categories were identiﬁed: (i) a processindependent approach, which can be a technique, model, language,
tool or method, which can be used in any process or framework;
and (ii) a process-dependent approach, which can be a framework,
methodology or a process model usually supporting several steps
of the safety-critical systems development [77,107,118,138,140].
The process-independent versus process-dependent dichotomy
emerged during the SLR, it was not previously deﬁned by us. However, we decided to maintain this dichotomy in order to facilitate
the comparison among the approaches. The process-dependent approaches have a broader scope than the process-independent ones,
for this reason it would not make sense comparing and analysing
approaches with different system lifecycle coverage into the same
group.
3.4.4. Activity/process (P4)
We analysed the studies looking for approaches with the potential to improve safety requirements in the following activities or processes: safety analysis, requirements elicitation, requirements speciﬁcation, requirements modelling, requirements validation, hazard analysis and safety case speciﬁcations [112].
3.4.5. Validation (P5)
To help us during the validation of the studies, we adopted a
model for evaluating rigor and the industrial relevance of technology evaluations proposed by Ivarsson and Gorschek [14]. Since
we are interested in identifying to what extent the proposed approaches were validated by the authors (RQ1.1), the procedure of

how evaluate industrial relevance proposed in [14] seems to be adequate to support us in the SLR.
The model captures rigor and the relevance of technology evaluations in software engineering research, enabling a classiﬁcation
in order to characterize research performed in an applied ﬁeld. In
this model, the industrial relevance is evaluated based on four aspects: (1) the subjects that participated in the studies; (2) the context in which the studies were performed; (3) the scale used in the
studies evaluation; and (4) the research method adopted in the
studies. The ﬁrst three aspects were concerned with the realism of
the environment where the investigated studies were performed,
and the fourth aspect was concerned with how the research methods inﬂuenced the produced results. Based on these aspects the
levels of relevance can range from 0 to 4.
The rigor is evaluated based on three aspects: (1) the degree
to which the context is described; (2) the degree to which the
study design is described; and (3) the degree to which the validity is discussed. Based on these three aspects the levels of rigor
can range from 0 to 3.
3.4.6. Usefulness and usability (P6 and P7)
We use the concepts of usefulness and usability to verify the
effectiveness of the proposed approaches reported in the selected
studies. For both concepts we investigated “how” and “why” the
authors measured them in the studies. In order to measure the
usefulness and usability of the approaches, we proposed the following criteria:
Weak: no evidence or indication of how/why usefulness/usability
were measured are presented;
Medium: evidence or indications of how/why usefulness/usability
were measured are brieﬂy presented;
Strong: evidence of how/why usefulness/usability were measured
and described in detail to a degree where the reader can understand and compare it to other works.
3.4.7. Communication (P8)
Communication among actors plays an important role during
the safety-critical system development process. In RQ2, we are interested in verifying to what extent the proposed approaches have
addressed such a property. To evaluate how the approaches support the communication of the safety requirements among the actors involved in critical-safety projects we considered the following
aspects:
Artefact: any sub-product or delivered result derived from the use
of an approach.
Actor: any player involved in the safety-critical system development and/or certiﬁcation process, such as safety engineer, requirements engineer, system engineer, auditor, etc.
Activity/process: any activity or process embedded in the steps of
the safety-critical system development and/or certiﬁcation process,
such as safety analysis, hazard analysis, risk assessment, requirements elicitation, requirements speciﬁcation, requirements validation, etc.
3.5. Study quality assessment
According to Kitchenham et al. [9], the study quality assessment
(Step 8) should help researchers that are conducting the SLR, offering guidance in the interpretation of ﬁndings obtained from the
selected studies. The study quality assessment we have conducted
was an evaluation of how well the studies were reported. We answered the questions presented in Table 4 for each paper consid-
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Table 4
Quality assessment (adapted from [11]).
ID

Quality assessment
question

Yes

QA1

Is the aim of the study
addressing the RQs?
Is the presented
approach clearly
explained?
Are the threats to
validity taken into
consideration?
Is it clear in which
context the study
was carried out?

143 (94.7%)

8 (5.3%)

0 (0.0%)

108 (71.5%)

43 (28.5%)

0 (0.0%)

6 (4.0%)

37 (24.5%)

108 (71.5%)

140 (92.7%)

11 (7.3%)

0 (0.0%)

QA2

QA3

QA4

Partially

No

ered during the data extraction, while the quality assessment questions were adapted from [11].
3.6. Threats to validity
3.6.1. Publication bias
A general problem related to publication bias is the trend of
researchers to publish positive research outcomes rather than negative ones [9]. We considered this threat as low since the research
questions in the SLR do not address the performance or eﬃciency
of the approaches to handle safety requirements. The same can be
considered to the threat of sponsoring.
We did not limit the sources of information to speciﬁc publishers, journals, or conferences. On the contrary, the coverage of the
review reached a variety of scientiﬁc media vehicles, including the
main conferences and journals in the area sponsored by different
publishers. In order to accumulate reliable information, we decided
not to include technical reports, works in progress, unpublished, or
non-peer-reviewed publications.
3.6.2. Identiﬁcation of primary studies
The initial set of studies were obtained based on the search
string presented in Section 3.1. The metric we used to decide about
the quality of the search string was the recall of the search result,
which is expressed as the ratio of the retrieved relevant studies
and all existing relevant studies [33]. Of course, it is not possible
to know all existing relevant studies. Taking this into account, the
recall of the search string was estimated based on a pilot search
as described in Section 3.1 (see Fig. 2). The search string was
conducted on Google Scholar and the recall was checked against
known relevant studies into an iterative reﬁnement process. The
reﬁnement of the search string continued until we reached a recall with at least 90% of the known relevant studies. However,
even when using such a strategy to reﬁne the search string, the
threats of missing relevant studies still remains. For instance, we
only found one study in the Oil & Gas domain, it might be the
case that the researchers in this domain do not use the same terminology and publish relevant papers under completely different
categorizations and in other forums.
3.6.3. Data extraction consistency
Data extraction was carried out based on the form previously
designed for us. We prepared the data extraction form considering
the extraction properties discussed in Section 3.4 (Table 3), which
are related to the RQs we intend to answer in the SLR. In order to
check the consistency of the data extraction form, we conducted
a pilot data extraction taking into account 7% of the total studies
that we had selected (12 out of 165 studies).
With the extracted data from these studies, we simulated an
analysis to check if the types of data that were extracted could
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help us answer the proposed RQs. After the reﬁnement process of
adjusting the form, several categories and parameterized attributes
were created to help the researcher conduct the data extraction as
a systematic process.
The data extraction form was implemented as a spreadsheet
composed of 31 columns (data extraction attributes), which was
structured as follows: 3 columns related to article identiﬁcation, 2
columns related to context (P1 and P2), 4 columns related to the
safety requirements approaches and activity/process (P3 and P4), 7
to validation (P5), 10 to usefulness and usability (P6 and P7), and
5 to communication process (P8).
We believe that the adopted strategy to build the data extraction form helped to attenuate threats to the data extraction consistency. However, the threats to missing some important data,
and the subjective judgment that may have been used by the researcher during data extraction, still exist.
4. Results and analysis
A total of 165 studies discuss safety approaches, which are
method/model/technique or solutions to elicit, specify, model or
validate safety requirements, including safety and hazard analysis
related to identifying and analysing safety requirements in the context of SCS.
The inspected publications were classiﬁed according to the applied research methods, as can be seen in Fig. 4, where case studies (33.33%) and experiments (30.3%) together clearly constitute
the most common methods applied. These are followed by conceptual analysis (15.15%), reports (8.48%), examples (4.84%), industry
reports (3.63%), lessons learned (2.42%), surveys (1.21%), and SLRs
(0.6%).
Applying rigor and relevance (Section 3.4.5) gives the overview
seen in Fig. 5 (applied on 151 studies, with 14 excluded and classiﬁed as reports). As we can see, there is nearly a symmetry in the
studies dispersion, with 38.41% of the studies obtaining the highest score of relevance (4 points) and 31.12% of the studies obtaining
the lowest score of relevance (0 points). 25.16% of the studies reveal rigor ≥2 (ranging from 0 to 3), and 47.68% of the studies show
rigor <1.5. Only 5.96% of the studies reached high scores (relevance
≥3 and rigor ≥2.5).
When we apply rigor and relevance for each research method
category, the studies from the case study category obtained the
best results, with 94.54% of them achieving a relevance ≥3 and
16.36% boasting rigor ≥2.5. This was in stark contrast to studies
from the other research methods category where only 2% of the
studies from the experiment category reached a relevance ≥3, and
likewise for rigor. These results are not surprising in that case studies are relevant since they are studied in industry. However, it is
surprising that the rigor is high, which contradicts the results presented by Ivarsson et al. [34], where rigor was much lower in “solution” based studies. This can indicate that the application domain
here is more mature, or has higher demands in relation to rigor
than can be seen in the Requirements Engineering ﬁeld in general. In the case of experimentation, a low level of relevance is not
surprising as experiments often have to be conducted in a controlled environment, scaled down [27]. What is surprising is that
rigor also lags. Normally the procedures and demands on experimental design as well as operations are very high [35].
Fig. 6 shows the distribution of the studies by activities/processes related to safety requirements handling. Safety analysis (43.71%) and requirements speciﬁcations (39.07%) are discussed in the majority of the studies, followed by requirements
elicitation (31.79%), requirements validation (24.50%) and hazard
analysis (13.91%) with a considerable number of the studies concerned with these activities. Safety cases and requirements modelling are discussed in 8.61% and 6.62% of the studies, respectively.
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Fig. 4. –Distribution of the studies according to research methods.

Fig. 5. The rigor and relevance of the selected studies.

Fig. 6. Distribution of the studies by activities/processes.

Just a few studies (1.3%) have reported approaches supporting the relationship between safety requirements and system testing [94]. This ﬁnding seems to be in accordance with what was
pointed out by Nair et al. in [48a], where the authors observed
the lack of published work on system testing for safety critical systems in the context of safety certiﬁcation. Additionally, Nair et al.
[49a] made a comparison of importance given in practice and importance observed in the technical literature for safety evidences.

They found that “testing results”, which is considered a type of
safety evidence in the context of safety certiﬁcation, has high importance in practice, but low in technical literature.
Lutz [13,86] has discussed the importance of testing in the context of safety-critical systems and has highlighted the need for approaches to improve the area. Safety requirements elicited during
hazard analysis should be used during testing to validate if the
as-built system satisﬁes them [13]. This is particularly important
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Fig. 7. Distribution of the approaches by studies.

considering that all SCS must demonstrate that they are in compliance with process-based safety standards or to show how safe they
are based on the safety assurance process (safety case oriented approaches) [8,15]. Showing evidence that the safety requirements
were taken into account during the test cases designing is highly
recommended to get success into the safety certiﬁcation process
[15]. The lack of approaches supporting these crucial steps of the
system development may suggest that the communication among
safety-critical team actors are not properly performed. This is further discussed in Section 4.4.2.
4.1. Approaches for safety requirements (RQ1)
4.1.1. Results
The purpose of this research question was to identify which approaches have been proposed to elicit, model, specify or validate
safety requirements in the context of safety-critical systems.
Fig. 7 shows the distribution of the process-independent approaches, i.e., approaches classiﬁed as techniques, methods, models and languages that can be used in any process, methodology or framework for safety-critical systems development. As can
be seen, FTA is the most adopted approach, appearing in 15.23%
of the studies, followed by FMEA (9.93%), HAZOP (7.95%), FMECA
(6.62%), PHA (5.96%); these approaches are traditional in the context of safety engineering [16]. The newer approaches of GSN
and RSML/RSML−e were independently adopted in 4.63% of the
studies.
73 different approaches were found in isolated studies, i.e., each
one was found in only one study. This may indicate that there are
a couple of well researched and developed approaches, and many
smaller ones that were newly presented in individual papers, with
many that later undergo no further development or validation in
either an academic setting by the researchers themselves, or in
an industrial setting. This is not uncommon in research; many approaches are proposed but few “survive.” What is surprising is that
we cannot ﬁnd any evidence of validation and evaluation.

Fig. 8 shows the distribution of the approaches among the activities/processes related to safety requirements. As we can see,
FTA is the most frequent approach for safety analysis, requirements
speciﬁcation, requirements elicitation and requirements validation.
The use of FTA in such activities is followed by FMEA, HAZOP,
FMECA and PHA, respectively. From the selected studies in this SLR,
GSN is the only approach used for documenting safety cases.
4.1.2. Analysis and discussion
We found that 70.37% of the studies published in the 1990s
suggest that at least one of the following approaches should be
adopted by developers to improve safety analysis and/or safety requirements speciﬁcation: FTA (10), FMEA (3), HAZOP (2), FMECA
(2) and PHA (2). When we analysed the studies developed during the 20 0 0s, we found that 40.0% of the studies suggested using at least one of these same approaches, with the following distribution: FTA (17), FMEA (11), HAZOP (7), FMECA (7) and PHA
(6). Although in absolute numbers such traditional approaches are
greater in the 20 0 0s than in the 1990s, in relative numbers there
is a decreasing tendency, from 70.37% in the 1990s to 40% in the
20 0 0s.
The decreasing tendency about these approaches along the last
25 years may suggest that the safety-critical system community
is trying to ﬁnd out other alternatives to improve safety requirements [29]. On the other hand, 40.0% of all studies means that
a considerable amount of effort still lies in such traditional approaches and suggest that the safety-critical systems developers
still are adopting such approaches on a large scale. The additional
73 different approaches found (each one in a different study), as
mentioned previously, seem to support the argument that developers prefer the traditional approaches [15,57,89,156] and that the
new approaches are not yet mature or not convincing enough.
Regarding these isolated approaches, most of them (21.81%) are
formal methods, which presented no validation in the industry
context. Considering all 73 isolated approaches, 56.36% were discussed in papers that adopted experiments, conceptual analysis or
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Fig. 8. Distribution of approaches by activities/processes related to handling safety requirements.

examples as research methods. Most of the isolated approaches
were not proposed in partnership projects with industry, as well
as being poorly suited for practitioners’ real problems.
A poor integration between the safety engineering and requirements engineering areas is pointed out by several researchers as
an open challenge in SCS [8,15,16,134]. New approaches to improve
safety cases is also pointed out as an important topic for further investigation [8,58,120,122,139,147,152,181,188]. However, very
few of the isolated approaches addressed the above-mentioned
open topics. On the other hand, the majority of them (65.45%) approached requirements speciﬁcation and safety analysis issues in
a non-integrated way. These reasons may explain the premature
death of these isolated approaches.
Leveson [29] describes several reasons why the safety-critical
community needs to move towards new approaches for safety
engineering, among them the most important are: the fast pace
of technological change, reduced ability to learn from experience,
the changing nature of accidents, new types of hazards, increasing complexity and coupling, diﬃculty in selecting priorities and
making trade-offs, increasing the control of systems with automation, and changing regulatory and public views of safety. Despite
there being no new approach clearly taking over from the traditional approaches, our ﬁndings show that some newer approaches
are becoming more prevalent than others, such as RSML/RSML−e
for requirements speciﬁcation, and GSN to describe safety arguments. RSML was developed by Nancy Leveson’s group as a formal
language for specifying the behaviour of process control systems.
The main characteristic of this language, that distinguishes it from
others, is its improved readability and understandability as well
as support for end users, system engineers, managers and auditors from regulatory agencies [161]. Additionally, the requirements
speciﬁed with this language can be further analysed by a model
checker and theorem prover commercially available [135], partially
automatizing the analysis.
In a recent work Hatcliff et al. [15] stress the importance of requirements engineering for safety-critical systems. In their work
it is noted that system engineering, safety engineering and software engineering are still not particularly well-integrated disciplines. They believe that the isolation starts with “competencebuilding infrastructure” and continues through domain vocabularies, paradigms and tools [97]. The recognition of such a gap by
the safety-critical system community is not new and it was al-

ready mentioned by other researchers, e.g. Heimdhal [8], Hansen
[67], and Leveson [16,134]. Looking at Fig. 6 the selected studies
show that safety engineering and requirements engineering processes are largely discussed by researchers concerned with safetycritical systems. The selected studies in this SLR strongly cover
safety and hazard analysis, discussed in 66 and 21 studies respectively, as well as requirements speciﬁcation, elicitation and validation discussed in 59, 48 and 37 studies, respectively. The capturing
and deﬁnition of safety requirements, both during the safety analysis and the requirements engineering processes, is a common topic
discussed in these studies, which may indicate that the gap between safety engineering and requirements engineering is getting
smaller [76,104,142,155,162,172,169,192]. However, this ﬁnding does
not mean that these disciplines are integrated in a structured way,
but rather that further research should be conducted to investigate
how the integration between them is progressing and/or what gaps
need to be addressed.
Additionally, as we can see in Fig. 8, the approaches named FTA,
FMEA, HAZOP, FMECA and PHA are the most commonly used during safety analysis, requirements elicitation, speciﬁcation and validation, as well as in hazard analysis. The concentration of these
approaches among certain activities/processes seems to indicate
a tendency towards integration between requirements engineering and safety engineering approaches. Particularly, the strong use
of FTA for both safety analysis and requirements engineering activities (i.e., requirements elicitation, speciﬁcation and validation),
might suggest an approximation of such activities/processes during the early stages of the system engineering process. This might
imply that both safety engineering and requirements engineering
have similar needs and may contribute to each other. The common use of techniques may improve the communication process
among the actors [166], by reusing the produced artefacts, and
consequently decreasing the costs related to the speciﬁcation and
evolution of the safety requirements [36,83,186,193].
Another interesting ﬁnding that we can observe from Fig. 8 is
that GSN was the only one approach mentioned in relation to the
documentation of safety cases. According to Kelly [181] a safety
case “should communicate a clear, comprehensible and defensible
argument that a system is acceptably safe to operate in a particular context.” In an industrial case study developed by Dardar et al.
[56] the safety case was composed of four conceptual elements: (1)
goals, which represent safety requirements that must be satisﬁed
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in order to ensure that the system is safe; (2) evidence, which represents the proof that the goals are achieved; (3) arguments, which
represent the relationship between goals (safety requirements) and
their evidence; and (4) context, which describes the domain where
the system safety is to be argued. GSN is a widely studied and
an easy graphic notation that is used to represent safety arguments in safety cases. GSN is composed of the following conceptual elements [181]: goal, justiﬁcation, context, assumption, solution and strategy; and two types of relationships: “in context of”
and “solved by.” The fact that GSN was the only one mentioned in
the inspected studies seems to indicate that such notation is becoming a prevalent approach in a certiﬁcation process oriented by
goal-based safety standards. However, there are other approaches
that could be considered to represent safety arguments in safety
cases, such as SafeML [154] and SafeUML [166]. Both approaches
are aimed at addressing communication among actors in the development and certiﬁcation processes in SCS. SafeML is a SysML proﬁle designed for modelling the safety-related concerns of a system,
and SafeUML is a UML proﬁle designed to enable precise modelling
and monitoring implementation of safety requirements during the
development process.
Further work comparing such approaches may bring interesting insights into new possibilities to represent safety arguments.
For instance, Heimdahl points out that despite the fact that GSN
might help in arguing safety cases, further investigations are necessary with regard to how to effectively argue safety cases [38] as
well as in order to discern the acceptable types of evidence when
building safety cases [8]. Could SafeML or SafeUML help safety engineers and requirements engineers in producing better arguments
than GSN? Further research is necessary to answer such questions.
Since the 1990s, researchers in academia have had high expectations in relation to formal methods as an approach to improve
safety analysis and safety requirements speciﬁcations. Several approaches were developed during the last 25 years, as presented in
[8,26,47a,51,84,116,158,161,172]. Despite the efforts of the academic
researchers and the great expectations of formal methods, they still
remain little used in an industrial setting [161]. In this SLR we observed that RSML/RSML−e (found in 7 studies), VDM/VDM++ (3
studies) and Petri nets (2 studies) were the most discussed approaches based on the formal methods to handle safety requirements.
We applied rigor and relevance to the studies that reported formal methods. 23.8% of them achieved rigor ≥2.5, and 28.6% of
them boasted relevance ≥3. One third of the studies were conducted into the industrial context, including within the avionics,
defence, railway and nuclear plant domains. From this total, 19%
of the studies reported approaches validated on an industrial scale
and 81% into down-scaled industrial. We believe that the rigor and
relevance of the studies reporting formal methods got reasonable
scores, revealing that the studies were carried out close to the real
problems. However, a common factor we found among the studies validated into an industrial scale was that almost all of them
had validated the approaches that combined traditional techniques,
e.g. FTA and FMEA, with formal methods. That was not the case
when we looked at the studies validated into down-scaled industrial, where just a few of them had that combination of techniques.
This may indicate that practitioners are interested in experimenting with new approaches based on formal methods, since they
are combined with traditional and well known techniques adopted
within an industrial setting [15,155].
As observed in Fig. 8, RSML/RSML−e were more used in the
process of safety analysis, requirement speciﬁcation and validation.
Petri nets and VDM/VDM++ were more used in the process of
requirements speciﬁcation. However, compared to the other approaches such as FTA, FMEA and HAZOP, it is clear that formal
methods are not the preference of the practitioners. For safety re-
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quirements speciﬁcations, we have found that practitioners’ preference still rest on informal approaches such as natural language or
approaches based on the approaches such as FTA, FMEA, HAZOP,
FMECA and PHA. The main reason for this seems to be the mathematical skills usually necessary to handle formal methods. Despite
the insistence of those supporters who believe that the necessary
mathematical skills to use formal methods are easy, they do recognize that proper training is crucial to the adoption of such methods
[30,68]. In addition, time-to-market pressure, in terms of delivering products, which is extended by formalism [30,31], combined
with necessary additional training, and also the practitioners’ perception that new types of mistakes can be introduced when adopting formal methods [80, 121], may be considered realistic barriers
for their adoption.
The development of exotic additions to formalism, tools, and
support structures (like model checking, etc.) are the focus of the
research community in formal methods. At the same time, the research community just assumes that the “base” is used. If this is
not true, the base is not used, then we have to ask ourselves two
main questions: Will it help to further develop exotics and additions as a means to enable their use and spread? Does the base
need to be changed, and do the basic assumptions need to be
questioned?
4.2. Validation of safety requirements approaches (RQ1.1)
4.2.1. Results
The purpose of this research question was to identify which approaches the practitioners used in an industrial setting and to what
extent they were validated through their use in real development
environments and projects. Fig. 9 shows how the selected studies
in the SLR were validated by the authors while taking into account
the subjects, context, scale and research method adopted in the
studies.
Fig. 9 shows that in 57.61% of the studies, only researchers participated. In 27.16% of the studies, researchers and practitioners
collaborated with each other, and in 15.23% of the studies only
the practitioners participated. Considering the context in which the
studies were carried out, 60.93% were conducted in industry cases
and 39.07% in non-industry cases. In 42.38% of the studies the
scale was industrial, in 54.30% it was down-scaled industrial, and
only in 3.32% the scale was classiﬁed as toy examples. In 36.42%
of the studies, the adopted research method was case study, in
33.11% and 16.56% it was experimental and conceptual analysis respectively, and in 13.91% the research methods of the studies were
distributed into examples (5.30%), industry reports (3.97%), lessons
learned (2.66%), surveys (1.32%) and SLRs (0.66%).
Fig. 10 shows the distribution of the studies by application domain. 28.48% of the studies were classiﬁed as domain-independent,
the remainder of the studies were developed in the following
application domains: avionics (17.88%), railway (11.26%), spacecraft (10.78%), defence (6.62%), medical devices (5.96%), automotive (5.29%), nuclear plants (5.29%), and others (12.58%) including
process control [63,75,101,195], health care [149], road traﬃc control [141], robotics [66,69,95], chemical plant [171,51], ﬁre systems
[144], oil & gas [102], and rebreather equipment [58].
The high maturity and volume of business in the avionics and
railway domains might explain the concentration of the studies
in these areas. The spacecraft and defence domains are also mature and involve a high volume of business, however the development in such domains usually demands secrecy and conﬁdentiality, which might make it diﬃcult to publish results. We found only
one study in the oil & gas domain [102]. We ﬁnd this surprising,
as this domain type requires strict adherence to e.g. environmental restrictions. Similarly we would have expected more papers on
areas such as water and environmental protection.
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Fig. 9. Validation of the approaches based on the (1) subjects, (2) context, (3) scale, and (4) research methods adopted in the studies.

Fig. 10. Distribution of the studies by application domain.

4.2.2. Analysis and discussion
Despite the prevalence of the industrial context reported in
the selected studies (60.93%), the other aspects of industrial relevance (subjects, scale and research methods) indicate that the
most of the studies were not developed in close industry participation. Most of the studies (57.61%) was developed without, or
with only minimal participation of, industry practitioners. Despite
safety-critical systems being a strongly applied ﬁeld, only 36.42% of
the studies reported that the proposed approaches for safety analysis and safety requirements speciﬁcation were validated based on
the case studies. The scale in which the proposed approaches were
validated also suggests that the proposed approaches to improve
safety requirements should be tested in a more industrial setting,
in that only 42.38% of the studies were validated on an industrial
scale.
When we analyse how many studies were conducted by practitioners on an industrial scale, we found that 23.84% of them were
carried out by researchers and practitioners in collaboration, and
9.93% of them by practitioners only. These indicators reinforce the

need for closer ties with industry. As discussed by Ivarsson et al. in
[34], the technology transfer from research results to the industry
setting is probably one of the main goals of an applied ﬁeld, such
as requirements engineering. A trustworthy validation of new technologies is closely linked to the context and the subjects that participate in the validation studies, i.e., experienced practitioners validating new technologies in an industrial context, usually increase
the reliability of a new technology [102,108,167]. Considering how
important high quality requirements speciﬁcation are for SCS, and
their strong inﬂuence on the safety certiﬁcation process [8,15], it
would be helpful if managers and decision makers could base their
choices about new approaches based on those validated by an increasing amount of practitioners in an industrial context.
In 43 studies (28.48%), the authors mentioned or gave some
indication that the proposed approaches could be used in different safety-critical domains. Such studies were classiﬁed as domainindependent. Considering speciﬁc application domains, avionics
was the domain where more approaches for safety requirements
and hazard analysis were validated (17.88%). Avionics is a domain
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Fig. 11. Industrial relevance comparison between domain independent studies and avionics domain.

strongly ruled by regional and international regulators with wellestablished safety standards around the world, such as DO-178B
[45a,72,145,194], ARP4754A [46a,137] and ARP4761 [15]
Fig. 11 shows the results after applying the model for evaluating industrial relevance in the selected studies. 51.85% of the studies in the avionics domain achieved a high degree of evaluation,
with a relevance score ≥3 (ranging from 0 to 4), while only 20.93%
of the domain-independent studies received such a score. A possible explanation for the dominance of domain-independent studies in relation to the dependent ones is the diﬃculty to conduct
case studies involving real projects from industry (i.e., in a speciﬁc
domain), as indicated by the low relevance score for independentdomain presented in Fig. 11. Another possible explanation could
be that researchers focus on generalizability – thus not wanting to
create domain speciﬁc “solutions”. However, according to our results, we can observe that studies conducted in close collaboration
with industry, e.g., in the avionics domain, can reach a higher score
of relevance – so the question is if research will be more useful if
domain adapted.
The high risks involved to users in the avionics segment pushed
the area to ﬁnd the best practices to improve their safety-critical
systems [105,109,170,174,175]. This factor seems to suggest why the
studies in the avionics domain were developed more closely with
industry than the domain-independent studies. Several studies in

this SLR reported a partnership between the avionics industry and
academia [45a,72,100,105,161,162,175].
Miller et al. [161] reported a case study conducted by the Advanced Technology Centre of Rockwell Collins, the Critical Systems Research Group at the University of Minnesota, and the NASA
Langley Research Centre to determine how well a formal analysis
could ﬁt in an industrial example. Abdul-baki et al. [45a] reported
on speciﬁcation-based testing, analysis tools, and associated processes that were used to independently validate, verify, and provide for certifying, safety-critical software developed for the Trafﬁc Alert and Collision Avoidance System. The reported case study
was developed at the Rannoch Corporation and the practitioners
adopted formal methods during the system speciﬁcation. Modugno
et al. [162] explored the feasibility of such a comprehensive safety
analysis on the speciﬁcation of a guidance system for high-speed
civil transportation being developed at NASA Ames. The goal of the
reported case study was to determine the feasibility of performing
such an analyses and to evaluate the techniques and their contribution to the safety analysis processes. In these three studies, the
authors discuss the need for better requirements engineering in
the avionics industry. The common focus was to test approaches
to improve software requirements speciﬁcation and validation.
Hatcliff et al. [15] argue that, as in mainstream IT, one of the
biggest challenges in safety-critical systems engineering is to estab-
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lish a complete, correct, unambiguous, and understandable requirements speciﬁcation. Our ﬁndings conﬁrm such assertions, since
most of studies have reported approaches to improve safety requirements speciﬁcations. Despite this stringent way of specifying
requirements, it seems to run counter to the current agile and lean
software development approaches, and it is important to remember that the trade-off between agility, cost reduction and safety is
a complex problem in SCS development, with ethical implications
[16,121]. The main factors that explain why a more stringent requirements speciﬁcation approach is necessary in the SCS domain
are the following: requirements of regulatory agency recommending accurate requirements speciﬁcations [15,174,181]; understanding in the SCS community that deﬁciency in requirements is the
biggest source of unanticipated cost and delivery delay [8,15,26];
the need for certiﬁably safe systems before deployment, and taking into account that SCS can trigger accidents with high severity
level [29].
Additionally, another interesting ﬁnding related to how the investigated studies have validated the proposed approaches, in order to improve the safety requirements, was the use of safety
standards to support such approaches. In 51.66% of the studies
we found that the authors had based the proposed approaches
on recommendations from safety standards, or at least recognized
the importance of such recommendations for their proposals. The
most cited safety standards were IEC 61,508 (reported in 28 studies), which is a generic safety standard for electrical/electronic
programmable safety-related system [22,127,176]; DO-178B (in 20
studies), which provides safety guidance for the avionics domain;
EN 5012x (in 11 studies), which is a set of safety standards for the
railway domain; and MIL-STD 882x (in 9 studies), which is a set of
military standards for the defence domain published by DoD-USA.
Considering that any commercial safety-critical system controlled
by software must be submitted to a safety certiﬁcation process,
which is based on one or more safety standards, the amount of
studies that are “safety standard-oriented” may suggest a promising tendency in academia towards proposing approaches in compliance with safety standards.
The research community in SCS recognizes the importance of
safety standards and strive to develop new approaches taking into
account such standards. However, only few works have reported
case studies involving actors covering the whole SCS lifecycle, i.e.,
from the requirements deﬁnition up to the safety certiﬁcation process. This issue is further discussed in Section 4.4.2.
4.3. Evidence of usefulness and usability measurements for safety
requirements approaches (RQ1.2)
4.3.1. Results
The purpose of this research question was to evaluate to what
extent usability and usefulness have been explored for the approaches found in the selected studies. In order to achieve this
evaluation we proposed some criteria to classify how and why usability and usefulness were measured in the studies. The criteria
were based on the evidence presented in the studies according
to three levels of evidence: weak, medium and strong (deﬁned in
Section 3.4.6).
Fig. 12 shows that the studies have presented reasonable evidence of how and why the usefulness of the proposed approaches
were measured. We found that 25% of the studies revealed strong
evidence on how the usefulness of the approaches was measured,
and 61.03% showed medium evidence. Regarding the why usefulness was measured, we found that 53.68% of the studies boasted
strong evidence, and 36.03% showed medium evidence.
On the other hand, the studies had poor evidence of how and
why the usability of the proposed approaches was measured. In
94.85% of the studies we found weak evidence related to how the

usability was measured, and in 95.59% of the studies the evidence
of why the usability was measured was classiﬁed as weak.
4.3.2. Analysis and discussion
The results presented in Fig. 12 show that the selected studies
bring much more evidence about the usefulness than the usability
when it is considered how and why they were measured. In relation to the aspect of usefulness, we found that the studies bring
better evidence of “why” than “how” the studies were measured.
This ﬁnding shows that the selected studies generally emphasize
the problems of a poor safety requirements speciﬁcation and their
consequences rather than possible solutions to solve those problems. It seems to be clear to the authors why they proposed the
approaches to improve safety requirements, however the validation
of the usefulness of such approaches still demand more evidence.
When we move to the evidence about the usability of the proposed approaches, the results are disturbing. 3.68% of the studies
revealed medium evidence of how the usability was measured, and
only 1.47% had strong evidence. This is even more disturbing when
we analyse the studies that proposed tools to support techniques,
models and methods. From the 29 studies that proposed tools to
improve the processes of safety analysis and/or requirements speciﬁcation and validation, only 2.2% of them had medium or strong
evidence of how the usability of the tools was measured. Two
studies had medium evidence and only one study boasted strong
evidence. The lack of evidence supporting the beneﬁts of the new
approaches in software engineering has already been highlighted
by Kitchenham et al. [40,41]. Our results seem to indicate that the
same problem happens in the SCS domain. The lack of evidence
about the usability of the new approaches, added to the relatively
low participation of the practitioners in the validation process of
such approaches (as discussed in Section 4.2.2), seems to indicate
that the technology transfer from academic research to industrial
setting in the SCS domain have faced diﬃculties. Additionally, the
practitioners’ resistance to change from traditional approaches to
new ones, as discussed in Section 4.2.1, also might have its roots
in the lack of evidence on the new approaches beneﬁts.
Daramola et al. [55] reported the use of a framework for reuseoriented HAZOP supported by KROSA (Knowledge Reuse-Oriented
Safety Analysis). To validate the usefulness and usability of the tool
a one-day workshop on how to use the tool was conducted involving all the participants in the case study, after which they had one
week to try and interact with the tool. The participants also had
a detailed user-manual as a further guide for using the tool. The
safety engineers that participated in this study were unanimous in
conﬁrming that the tool would provide valuable support for the
conduct of HAZOP, with the potential of alleviating the complexity
of the HAZOP process by enabling the reuse of experience. Mavin
et al. [90] reported the use of a tool called ART-SCENE, which is
a scenario technique for discovering and documenting stakeholder
requirements. It was proposed that ART-SCENE could be used to
derive safety requirements from an engine control system scenario.
A trial was carried out to assess the effectiveness of ART-SCENE
against a standard safety method (HAZOP) for deriving requirements. The tool was used by systems engineer and safety engineer
during a trial.
Panesar-Walawege et al. [187] described a tool-supported solution based on Model-Driven Engineering (MDE) to support the veriﬁcation of compliance to safety standards. An empirical validation
was performed based on an industrial case study that showed how
the concepts of a sub-sea production control system can be aligned
with the evidence requirements of the IEC 61,508 standard. A subsequent survey examined the perceptions of practitioners about
the solution.
Unfortunately, such validation approaches to measure the usefulness and usability of the proposed approaches, as presented in
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Fig. 12. Overview of how/why the usefulness and usability of the approaches were measured in the selected studies.

these three mentioned studies, do not appear to be the common
practice adopted by researchers in the selected studies. However,
these validation approaches are good examples of how to validate new approaches and they show that the effective participation of practitioners is essential to get insightful ideas to rethink
and reﬁne the proposed approaches in order to ﬁt the practitioners’ needs.
The survey conducted by Panesar-Walawege et al. [187] aimed
to investigate the likelihood of an approach proposed by them being adopted by practitioners in industry. Complexity was among
the factors that they considered important for the adoption of
technology, and it was deﬁned as “the degree to which a technology is perceived to be diﬃcult to understand or use” [42]. The results from this survey indicated that the practitioners found their
approach easy to understand and use, and that they would be
willing to adopt it in real situations. Such result indicate the importance attributed by practitioners to the issue of usability. Our
results in this SLR, as well as the survey conducted by PanesarWalawege et al., seem to indicate that practitioners are willing to
adopt new approaches since such approaches show evidences that
they bring value to practitioners and also that they are easy to use.

4.4. Communication and understanding among development project
actors supported by safety requirements approaches (RQ2)
4.4.1. Results
The purpose of this research question was to investigate to
what extent the approaches enable safety requirements communication and understanding among development project/team actors.
In order to answer this question, we distributed the approaches
found in the selected studies among the actors in which the approaches were designed to be used for.
Fig. 13 shows the distribution of the use of process-independent
approaches among the project actors found in the selected studies.
The majority of the approaches were designed to be used by safety
engineers and requirements engineers. From the 151 selected studies, 114 studies reported approaches targeted at supporting safety
engineers, and 112 studies targeted requirements engineers. The
use of FTA by safety engineers was reported in 22 studies, and the
use of the same technique by the requirements engineers was reported in 19 studies. The use of FMEA by safety engineers was re-

ported in 14 studies, while its use by requirements engineers was
reported in 12 studies.
Few studies mentioned, or suggested, the use of any approaches
by other actors involved in the safety-critical system development
and/or certiﬁcation process. The proposed approaches that considered some kind of support for certiﬁcation auditors were discussed
in 8 studies; 16 studies reported approaches considering software
engineers; 8 studies considered software designers; and 8, 20 and
15 studies reported approaches involving systems designers, systems engineers and testers, respectively.
Another group of approaches, which we call the processdependent approaches, also were found in the SLR. From the 151
selected studies, 16 studies (10.6%) reported processes, methodologies or process models with large coverage throughout the SCS
lifecycle. Almost all of these approaches were reported in isolated
studies, i.e., each one was discussed in a different study. The only
exception was the Systems-Theoretic Accident Model and Process
(STAMP), proposed by Leveson [29], which is discussed in 3 studies [111,143,153].

4.4.2. Analysis and discussion
Almost all studies that reported process-independent approaches to support safety engineers and requirements engineers
took into account both type of actors, i.e., the proposed approaches
could help both of them in different but complementary activities, such as safety analysis and safety requirements speciﬁcation.
Again, this ﬁnding seems to suggest a tendency of integration between safety engineering and requirements engineering; the approximation between these disciplines was already detected in the
ﬁndings discussed in Section 4.2.2.
On the other hand, few approaches have been reported involving the other actors in the safety-critical systems development
and certiﬁcation process. For instance, the certiﬁcation auditors
play an important role in the certiﬁcation process. However, from
the selected studies we only found three process-independent approaches being discussed in a context where certiﬁcation auditors
were included. Hawkins et al. [181] presented the concepts of assurance cases and prescriptive software assurance. They describe
how an assurance case could be generated for the software of an
aircraft wheel braking system. In the case study reported by the
authors, GSN was used as an approach to represent the software
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Fig. 13. Distribution of the use of process-independent approaches among the project/team actors found in the selected studies.

assurance arguments, which would be assessed by certiﬁcation auditors in a future process.
Dodd and Habli [174] reviewed existing practices in software
safety certiﬁcation. The authors explored how software safety audits are performed in the civil aerospace domain [37]. They proposed a statistical method based on GQM for supporting software safety audits. As stated by the authors, the results from the
case study revealed that “the proposed method can help the certiﬁcation authorities and the software and safety engineers gain
conﬁdence in the certiﬁcation readiness of airborne software and
predict the likely outcome of the audits.” We are not evaluating
whether such a claim is true, but instead highlighting an approach
that was focused on the certiﬁcation process during the carrying
out of the study. Only a few studies (5.3%) in the SLR reported approaches to improve the interaction with auditors during the safety
certiﬁcation process.
Despite the fact that some studies reported approaches in
which system engineers, software engineers, software designers
and testers are supported, none of them investigated how well
the proposed approaches could communicate safety requirements
among these actors. FTA and HAZOP were the most reported approaches in the studies aimed at supporting a variety of different
actors in the safety-critical system engineering process (see Fig.
12). Nevertheless, the focus of such studies was strongly directed
at how well the approaches could support the activities performed
by safety engineers and requirements engineers, while nothing was
said about the communication with the other actors in the SCS development. This ﬁnding is in accordance with what was pointed
out by Fricker et al. in [36,43], where the authors claimed that
the requirements engineering focused on requirements speciﬁcation practices but still needed to ﬁnd better solutions for effective
requirements communication.
In Section 4.2.2 we pointed out that the SCS research community has increasingly proposed approaches taking into account the
dominant safety standards, which is a positive ﬁnding. However,
the most of these approaches focuses on the activities performed
by safety engineers and requirements engineers, paying little attention to the other actors that participate in the SCS lifecycle,
such as testers and certiﬁcation auditors. This makes it diﬃcult to

assess to what extent the proposed approaches may improve the
requirements communication among the actors in the whole lifecycle. Two factors may explain such a preference. One is the central role assigned to safety engineers and requirements engineers
during the requirements communication process. Two, the diﬃculty to carry out case studies involving the whole chain of actors
in the SCS lifecycle. However, we believe that such a preference
in relation to the new approaches for requirements communication is too restrictive, taking into account that the goal of the requirements is to communicate and enable a shared understanding
among all stakeholders [36,43,44], not only between requirements
engineers and safety engineers.
Communication eﬃciency is an essential aspect to successfully develop SCS. However, very few selected studies in this
SLR addressed communication eﬃciency while taking into account
the whole system engineering lifecycle [168,190]. Bjanarson et al.
[44] have identiﬁed four main factors that affect requirements
communication, namely scale, temporal aspects, common view,
and decision structures. According to the results from the empirical
study conducted in [44], the ﬁrst factor (scale) is related to the size
of the organizations and the complexity of the products. In the SCS
domain, the products are usually complex and developed by large
organizations [50,52], then the scale factor is commonly present
and affects the requirements communication in SCS development.
Another relevant communication factor identiﬁed by Bjanarson et
al. is the temporal aspect, which is related to the requirements
communication discontinuity throughout the project’s lifecycle, resulting in communication gaps between the requirements and the
development teams. In the SCS domain, such a discontinuity issue
can be even more problematic because there are two additional
teams to be considered, i.e., the safety engineering and the certiﬁcation process teams [19,25,194]. Despite the fact that these factors (scale and temporal aspect) clearly inﬂuence communication
in SCS development, we did not ﬁnd studies reporting approaches
to address them.
Leveson [29] discussed the essential role of the communication process throughout the SCS lifecycle, as well as the challenges to integrate safety as part of any system engineering process. Leveson presented the concept of intent speciﬁcation, which
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is based on systems theory and system engineering principles,
as a tool to help practitioners integrate safety into system engineering, as well as to improve the communication process among
the project teams. Among the selected studies in this SLR we
found two studies that reported the use of intent speciﬁcation. Yin
et al. [111] presented a method for safety requirements generation based on System-Theoretic Process Analysis (STPA) [29] combined with intent speciﬁcation. They applied the method to generate safety requirements in an Automatic Train Protection system.
Leveson et al. [135] discussed requirements for effective software
reuse in embedded systems. They reported the use of the SpecTRM speciﬁcation/modelling tool, which is based on intent speciﬁcations, in a case study to investigate reuse at the software behavioural requirements level on a real spacecraft. However, both
studies did not report on the inﬂuence or impact of intent speciﬁcation for communicating requirements throughout the project
lifecycle.
Regarding the type of artefacts produced by the approaches
reported in the selected studies, we found the following categories: tables and natural language speciﬁcation were reported in
48 studies (31.79%); diagrams and graphics notation were reported
in 59 studies (39.07%); and formal speciﬁcations were reported in
17 studies (11.26%). The three most reported artefacts were Fault
Tree diagram, FMEA/FMECA table and List of Hazards. The Fault
tree diagram was the most reported artefact among the studies
(in 21.32%), the FMEA/FMECA table was reported in 16.91% of the
studies, and list of hazards was reported in 9.59% of the studies.
This result shows the prevalence of informal and semi-formal approaches over formal ones in order to document and communicate
requirements, design decisions and relevant information among
the project teams and actors in the development and certiﬁcation
of safety-critical systems.
In terms of process-dependent approaches, we found three
studies based on STAMP to improve the safety issues during SCS
development. STAMP was the only approach reported in more
than one study in this SLR. As mentioned above, Yin et al. [111]
presented a method to safety requirement generation based on
STPA, which is a hazard analysis process based on STAMP, but
the authors did not present evidence that their method might improve the communication process among the actors throughout
the SCS development lifecycle. Qureshi [143] pointed to the need
to move on from the traditional event-based accident modelling
approaches, such as FTA and FMEA, to new system-theoretic approaches of modelling and analysis of accidents in safety-critical
systems. Among other approaches discussed in his work, Qureshi
highlighted STAMP as a promising alternative for such a change.
However, the study did not discuss the use of STAMP to improve
the communication chain among the SCS project teams. WeberJahnke et al. [153] presented an adaptation of STAMP for safety engineering of an Electronic Medical Records (EMR) system. Despite
the fact that the authors applied the proposed approach in a real
case study, they did not discuss the inﬂuence of STAMP upon the
communication among the involved actors.
Considering the potential beneﬁts of using STAMP for the communication process among the SCS project teams and actors, as
discussed by Leveson [29], it is a surprise that we found no study
reporting research to improve aspects of communication based on
STAMP.
5. Conclusion
In this paper we presented a systematic literature review that
investigates studies reporting approaches proposed to elicit, specify, model and validate safety requirements for safety-critical systems. The most relevant ﬁndings from this review and their implications for further research are as follows.
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Integration between requirements engineering and safety
engineering areas. A considerable part of the studies in the
SLR reported approaches to support requirements speciﬁcation
(39.07%) and safety analysis (43.70%), however the same approaches were not necessarily proposed to support both processes
together. A common subject discussed in these studies is the capturing and deﬁnition of safety requirements, both during the safety
analysis and the requirements engineering processes. Despite the
high number of studies aimed at this common subject, only 7.28%
of them clearly proposed approaches to support both the requirements speciﬁcation and safety analysis in a cooperative way. This
ﬁnding seems to indicate a trend of approximation between requirements engineering and safety analysis areas. However, further research is necessary to investigate to what extent the integration between these disciplines is accomplished by the proposed
approaches.
Dominance of the traditional approaches. Traditional approaches such as FTA, FMEA, HAZOP, FMECA and PHA, which currently are domain-independent, seem to be dominant in the safety
engineering area and they are being increasingly adopted in the
requirements engineering process to help during elicitation, speciﬁcation and validation of safety requirements. FTA and FMEA
were originally created for the military and defence domain in the
1960s, since 1970s they became popular and spread out to other
domains such as avionics and automotive. HAZOP was originally
created for chemical industry domain in the 1960s, however, it has
been used in several other domains. In this SLR we found the use
of HAZOP in domains such as railway, medical devices, robotics
and avionics. Formal methods still remains relatively little used
by practitioners, despite signiﬁcant effort from the academic community to introduce them into an industrial setting. Among the
formal approaches, it is worth mentioning RSML/RSML−e among
the selected studies. This is the most reported approach in the
studies (7), and its solid readability and the available tools for
model checking [114] and theorem proving, appear to be its
strength. In relation to the approaches to support safety case description, GSN seems to be consolidating. These two approaches
seem to be gaining more acceptance among practitioners, however
they are still far from the popularity achieved by the traditional
approaches.
Early mortality of new approaches. Seventy-three out of 151
studies reported on approaches that were only mentioned once in
one study, revealing a trend to early mortality for new approaches.
Most of these approaches (56.36%) seem to have been proposed by
researchers without industry collaboration. Furthermore, they have
not addressed relevant topics for the SCS community, such as integration between safety analysis and requirements-speciﬁcationbased model development to support validation and veriﬁcation
[21, 49a, 54, 99, 136, 163], and certiﬁcation process based on safety
assurance [151]. These reasons may explain the premature death
of these approaches. On the other hand, some researchers have
pointed out the necessity of changing from traditional event-based
accident modelling approaches to new ones [29, 103, 123, 143].
STAMP appears to be a promising approach in the direction of
changing paradigms. It is based on the system-theoretic view of
causality. However, STAMP was reported only in a few studies (3)
in this SLR.
Need for industry validation. Despite the maturity of the SCS
area, which seems to be greater than the IT mainstream (according to the rigor and relevance results presented in Section 4.2), the
research in safety requirements for SCS still needs more validation
within an industrial setting, i.e., the research community should
develop more real cases with the participation of industry practitioners. The avionics domain reached the highest score when it
came to industry relevance, with 51.85% of the studies getting a
relevance score ≥3, which is a good score. However, 79.07% of the
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studies classiﬁed as process-independent domain, in a total of 43
studies, got a relevance score <= 2. In relation to the participants,
in more than 65% of the studies only researchers participated in
the validation of the proposed approaches. Down-scaled industrial
and toy problems were found in more than 57% of the studies that
were tested or validated.
Lack of evidence for the usefulness and usability measurements. The reviewed studies revealed poor evidence with regard
to how and why the usefulness and usability of the approaches
were measured. The studies provide more evidence of why approaches were measured instead of how. They show much more
evidence related to usefulness measurements than usability. The
evidence related to the usability of the proposed approaches was
quite poor, with 95% of studies not providing any evidence or indications related to how and why the usability was measured. The
low level of participation among practitioners in the conducting
of case studies and experiments to validate new approaches (discussed in Section 4.2.2) is linked to the lack of evidence of the
usefulness and usability of the approaches. Despite the maturity
of this area, our results seem to indicate that the SCS domain
faces the same diﬃculties as other software engineering domains
related to technology transfer from an academic to an industrial
setting.
Communication process throughout the lifecycle. The majority of the reviewed studies (61%) reported approaches to support
the requirements engineers and safety engineers during the elicitation, analysis and speciﬁcation of the system hazards and safety
requirements. However, these studies neither really focus on the
communication issues between these actors nor how it could be
improved by the proposed approaches. Thirteen out of 151 studies
mentioned that the proposed approach supported in some way the
development and certiﬁcation teams throughout the SCS lifecycle,
but even these studies provide little if any evidence about the impact of the proposed approaches over the communication process
among the SCS project team actors. We found only three studies
[83, 154, 166] that proposed approaches that explicitly addressed
the improvement of the communication process among the actors in the SCS lifecycle. The lack of studies that investigate how
to improve the communication issues in the SCS domain was a
surprising ﬁnding, particularly considering the impact of such issues in the certiﬁcation process, which is mandatory in the SCS
industry.
Advice to SCS practitioners. Several new approaches have been
proposed by the research community to help SCS practitioners in
handling safety requirements. However, as we mentioned earlier,
practitioners still seem to prefer traditional approaches. Practitioners should be open to try new approaches in order to improve
the way they treat safety requirements, as well as providing a real
evaluation of such approaches. Several innovative approaches identiﬁed in this SLR, such as STAMP, SafeML, SafeUML, GQM, GSN,
RSML, among others, need more validation. These innovative approaches have the potential to help SCS practitioners in many important issues, such as in the integration between safety and requirements engineer teams, in improving the requirements communication throughout SCS lifecycle, as well as in the certiﬁcation process. We recommend to the practitioners join forces with
researchers to perform an extensive validation of such innovative
approaches in large scale industrial settings. Additionally, we advise the project managers and the certiﬁcation staffs to try some
of the new approaches we have reported in this SLR. For example, STAMP has a large scope and can be instantiated to cover the
whole SCS lifecycle, which has the potential to improve the requirements communication among the teams at the different levels
of the organization. Besides, based on this new approach, a thorough safety program can be implanted in the companies interested
in improving the safety of their products.

Education and Training. Even if this SLR is not directly related to training and education, it is possible to infer some points
given the results. As discussed earlier, we found that practitioners prefer to use the traditional approaches, which may indicate
that these traditional approaches are still being taught to the software engineering students (future practitioners), rather than new
approaches. In order to get a seamless transition from the traditional to the new paradigms, it would be useful if both the traditional and the new approaches were taught for requirements
engineering students. For example, introduce to the students the
promising new approaches, such as STAMP, GSN and RSML, and
compare them with the traditional ones. Requirements Engineering can assume different nuances based on what audience the
teacher has. For computer science students who would become
software developers, which are requirement consumers, Requirements Engineering teaching should focus on the importance of
traceability among requirements, design artefacts and code, as
well as its impact to software inspection and testing and consequently to the improvement of the software safety. For information technology students who usually become consultants
in companies, e.g. business analysts and requirements specialists,
which are requirement suppliers, Requirements Engineering teaching should emphasize the adoption of approaches to improve the
structure of the requirements documentation and the requirements
readability.
It should be observed that as the results indicate the level of
actual validation and evidence of usefulness and usability, there
is nothing to show that the older frameworks are better than the
new ones.
Research agenda. Motivated by the results of this SLR we propose a research agenda for the SCS community, where a number of questions need to be considered, some examples are listed
below:
(i) To what extent does the combination of traditional and
new approaches improve the requirements communication
throughout the SCS lifecycle?
(ii) What are the real diﬃculties and barriers related to industry
practitioners changing from traditional event-based accident
modelling approaches, to new ones, such as those based on
the system-theoretic view of causality?
(iii) What are the common problems and conﬂicts between
safety and security requirements approaches - in order to
propose a common groundwork for developing new integrated approaches?
(iv) To what extent are the current safety standards supporting
practitioners to improve the safety requirements in multidomain systems?
(v) To what extent may the lean and agile requirements engineering approaches improve the integration among safety,
requirements, test and certiﬁcation teams?
(vi) To what extent can model-driven approaches help during
requirements communication process throughout SCS lifecycle?
The results of this systematic review should provide insights
and encourage further research into the design of studies to improve the requirements engineering for SCS, particularly in connection with the communication of the safety requirements among
the project team actors, and the adoption of other models for hazard and accident models beyond the traditional event-based approaches. Additionally, we hope our results encourage researchers
to incorporate a more empirical and industry-oriented base for the
invention and creation of approaches, but especially in the evaluation of approaches.
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